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Executive Summary 

The Information Services (IS) strategic plan incorporates input from a broad range of campus 

stakeholders and ties the Information Services current and future initiatives and projects with the 

college’s goals and objectives. 

The IS strategic plan for Linn-Benton Community College has a primary audience of the faculty, 

students, and staff (including the IS department) of the college. The strategic plan is intended to 

show the priority, direction, and roadmap that Information Services will be following. The plan 

shows the department’s sensitivity and alignment with the overall mission and values of the 

institution.  

As part of the development of a long-range technology strategic plan to guide the college's 

investment in technology infrastructure, Information Services has worked with an outside 

consulting firm to make a management-focused assessment of the status and direction for 

information technology at Linn-Benton Community College. This assessment has provided 

insight into how the organization compares to its peers, and includes specific recommendations 

for improvement and the implementation of best practices learned from working with colleges of 

similar size and focus. It is included as Appendix M: IT Strategic Assessment and Roadmap. 

This initial assessment provided the foundation for a comprehensive technology planning 

document, incorporating a more detailed review of the current technology environment at LBCC 

(staff, funding, network, equipment). In addition, a detailed description of the committees and 

governance of Information Services is included along with a description of the major 

Information Technology (IT) projects and development work. 

A Strengths, Weaknesses, Opportunities, and Threats (SWOT) analysis section is used to provide 

a structured look at some of the positive and negative characteristics of Information Technology 

at the enterprise level and to synthesize alternative plans and strategies. The ultimate goal of the 

document is to: 

• Guide the college's investment in technology infrastructure. 

• Ensure that the college is providing essential technology to support both instruction and 

administrative needs. 

• Identify areas where improvements can be made. 

At the conclusion there are some specific recommendations for the future of Information 

Services at Linn-Benton Community College. 
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The CIO’s Vision 

A tourist, watching some native ceremonies in the American southwest, asked about the 

effectiveness of the “rain dance,” seeing it had no immediate effect on the weather. The wise 

tribal leader replied that while it didn’t always bring better weather, it did “make them better 

dancers.” A discussion of the usefulness of a strategic plan for the rapidly evolving world of 

information technology has to start with the premise that thinking and planning for an unknown 

future will have little effect on that future. Instead, we can be confident that we will be better 

thinkers and planners for our efforts. 

It also helps to have a solid understanding of the past world of information technology in higher 

education. A recent article in the Educause Review, entitled “Riding the Wave in Higher 

Education.” described the evolution of technology in this manner: “Looking at the vast ocean 

that is modern day computing, we can see that major developments come in waves. The arrival 

of mainframe computers in the 1960’s generated the first wave (one computer for many people), 

followed in the late 1970’s by personal computers in the second wave (one computer for one 

person). In 1988, Mark Weisser presciently observed that computers in everyday objects, objects 

all around us, were forming the third wave – what he called ubiquitous computing (many 

computers for one person). A decade later in 1999, Kevin Ashton put forth the idea behind, and 

coined the term for, the fourth wave: the internet of Things.” (July/August 2016 Educause 

Review, Page 11) 

It is even possible to go one step further and use the term “the internet of EVERYthing.” We all 

carry computers, communicate via computers, ride in computer enabled cars and planes, transact 

commerce through computers, entertain ourselves with computers, have computers monitoring 

and maintaining our health, and in some cases have computers inside of us. We expect constant 

connectivity, unfettered access, and simplicity of operation from all devices that we use. 

For the most part, our expectations are met, but when we examine the cause of some 

dissatisfactions we can see that our decisions, which may have been historically sound, are 

creating obstacles to our smooth advancement and adoption of the resources and technologies 

that offer so much more. Examples would be how past Banner modifications have hampered 

implementation of new Banner features, or how the decision to use multi-mode fiber in our 

campus network hinders the use of faster backbone speeds. 

This report examines how steps are being taken to remove some of those obstacles and clear 

room for new opportunity by reconsidering our structures and processes and considering how IT 

can positively impact the goals of the college. Whether we are accurate in our evaluation of the 

future of information technology at LBCC or not, the exercise will make us better dancers.  

Michael Quiner, CIO, Linn-Benton Community College 
Albany, Oregon, July 2016 
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Linn-Benton’s Mission, Values, and Strategic Goals 

One of the purposes of the Information Services strategic plan is to clearly align the department’s 

roadmap with the mission, values, and goals of Linn-Benton Community College. As a prelude, 

the College’s guiding statement and principles are included here: 

The Mission of Linn-Benton Community College: 

To engage in an education that enables all of us to participate in, contribute to, and benefit 

from the cultural richness and economic vitality of our communities. 

Our Values: 

At Linn-Benton Community College, our values serve as the foundation that inspires our 

actions and unites us as a community. As responsible stewards, we are committed to:  

 Opportunity: We support the fulfillment of potential in ourselves and each other. 

 Excellence: We aspire to the highest ideal with honesty and integrity. 

 Inclusiveness: We honor and embrace the uniqueness of every individual, and 

promote the free and civil expression of ideas, perspectives, and cultures. 

 Learning: We commit to the lifelong pursuit of knowledge, skills, and abilities to 

improve our lives and our communities. 

 Engagement: We openly and actively connect as students, faculty, staff, and 

community. 

The Strategic Goals of the College are: 

 Productivity: Increase completion by 50% 

 Equity: Completion is demographically representative of District 

 Quality: Completion demonstrates capacity to better one's life and contribute back to 

our community 

A complete list of the current year’s strategic objectives is in Appendix A: College and 

President’s Strategic Objectives 2015 – 2016. This technology master planning report is 

intended to not only meet the specific stated objectives in that document, but also to align all 

technology-related strategic objectives to one of the three strategic goals of the college. In 

addition, all projects and initiatives in our current portfolio or roadmap map to these three 

college goals and will be coordinated with the specific college council responsible for guiding 

and measuring progress toward that goal. 
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LBCC Information Technology Governance Model 

Gartner defines “IT governance as the processes that ensure the effective and efficient use of IT 

in enabling an organization to achieve its goals.” Gartner makes two distinctions in IT 

governance: 

• IT demand governance (WHAT IT should work on) is the process by which 

organizations ensure the effective evaluation, selection, prioritization, and funding of 

competing IT investments; oversee their implementation; and extract (measurable) 

business benefits. IT demand governance is an investment decision-making and 

oversight process, and it is an executive leadership responsibility. 

 

• IT supply-side governance (HOW IT should do what it does) is concerned with 

ensuring that the IT organization operates in an effective, efficient and compliant 

fashion, and it is primarily a CIO responsibility. 

 

The same concept is defined by MIT’s Center for Information Systems Research as 

“…a framework for decision rights and accountability to encourage desirable behavior in the use 

of IT. This definition distinguishes governance from IT management. IT management is the daily 

decision making and implementation activities around the use of IT. Governance identifies who 

will make key IT decisions and how will they be held accountable.” 

A good visualization of this is: 

 

http://blog.thehigheredcio.com/2012/11/04/it-governance-model/it-governance-model/
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This illustrates the four “Are” questions that should be asked: 

1. Are we doing the right things?  

2. Are we doing them the right way?  

3. Are we getting them done well?  

4. Are we getting the expected benefits?  

 

The core of effective IT governance is actually the accountability system which defines the 

responsibilities for results that must be delivered as a result of the decisions. 

These decisions occur in the top half of the diagram where the focus is on deciding what the IT 

priorities will be and what accountability system is required to demonstrate the intended benefits 

have been achieved. 

 

Demand side governance focuses on IT decisions and project prioritization to maximize strategic 

value. Demand side governance is focused on what IT will work on and what criteria is best for 

evaluating IT accomplishments. A governance committee usually fulfills the role of demand 

management. While operations and maintenance support demands usually consume the majority 

of IT capacity, most committees are focused on the project-related demands and are not actively 

managing the demand for operations and maintenance. However, gaining control of the 

operations and maintenance demand is essential to freeing up capacity for strategic projects. That 

is why the IT governance committees should track all IT demand so they have visibility into the 

operations and maintenance demand as part of regular IT performance reporting. The IT 

management team does all the work required of demand side management so that the technology 

committee simply has to evaluate the information and recommendations and make decisions. 

Supply side governance focuses on allocating resources, IT staff, and technology, to the 

approved portfolio of work, organizational priorities, and achieving the expected value of the IT 

operations and projects. Supply side governance is the responsibility of IT management. This 

includes the workload management processes and managing the technology portfolio in a 

sustainable manner such that operations and maintenance demands can be minimized. IT 

management is also responsible for optimizing the resources (human and technical) for 

maximum capacity and flexibility while also optimizing the processes and IT services 

for effectiveness and efficiency.  

There are several groups or committees that are comprised of both Information Services staff and 

other campus stakeholders. These groups meet regularly with the goal of collecting input, 

discussing technology initiatives, and helping to prioritize technology projects to align them with 

campus objectives.  
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The Information Technology Governance Committee (ITGC): Referred to in the past as the 

Technology Innovation Council (TIC). This Committee consists of the college executive 

leadership from operational, student services, academic areas, and student leadership. They meet 

with the Information Services leadership to coordinate the recommendations from sub groups 

and committees. This group ensures that efforts to improve the technology infrastructure and 

environment on campus match with the strategic objectives of the college, that sufficient 

resources are provided to meet the stated goals, and to help information services ensure 

accountability and transparency to the college community. Refer to Appendix B: Information 

Technology Governance Committee (ITGC) Charter. 

Mission of the ITGC: 

 The prime objective of the ITGC is to make decisions to ensure IT investments align with 

the College’s strategic goals and objectives. The Committee is responsible for approving 

and prioritizing strategic IT initiatives across the institution. 

 The ITGC provides guidance and input to IT Advisory committees (Administrative 

Systems Steering Committee, Web Strategies Committee, IT Security Group, 

Infrastructure Planning Group, Technology Fee Faculty Committee) 

 The ITGC also has a goal of coordinating technology themed communication across 

the campus community in order to facilitate focused and efficient governance.  

 The ITGC is charged with maintaining a broad awareness of the IT environment 

internally and externally, in order to reduce duplication of effort, consolidating 

resources, fostering innovation, and scaling up solutions that have broad appeal or 

usefulness. 

 The ITGC acts as the primary sponsor to present recommendations regarding IT 

infrastructure, systems, and policy to the campus, and Board members.  

 In addition, the ITGC acts as a sounding board for the campus on the impact and 

implications of executive decision making. 

Responsibilities of the ITGC: 

• Oversee the IT roadmap and IT investments. Set approval guidelines for IT 

investments. 

• Define the desired portfolio mix: run/operational/initiatives and 

academic/administrative/core IT. Monitor and adjust to meet the college’s needs and 

priorities. 

• Recommend IT budget priorities, as well as use of other funds, for IT priorities. 

Review and report on institutional IT budget and spend. 

• Monitor benefits realized by current and completed IT projects. Approve and report 

on institutional IT metrics. 

• Approve and monitor and approve exceptions to IT standards and policies, in 

consultation with IT Leadership. 
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The Sub-committees that are guided by and report up to the Information Technology Governance 

Committee are: 

The Administrative Systems Steering Committee (ASSC): Comprised of the Banner support staff 

and functional and operational experts from the various administrative offices, i.e., student 

services, financial aid, registration, human resource, and the finance office. This group works to 

plan upgrades and improvements to the campus ERP system. 

The Web Strategies Group: Includes representatives from student services and admissions, 

instructional departments, the library, college advancement, and the Information Services web 

team. They work together to discuss campus web improvements and plan the future of the 

college web presence. See Appendix C: Web Strategy Committee Charter. 

The IT Security Group: A collection of networking technology, desktop support, enterprise 

technology, and media support staff that evaluate IT security risks and develop infrastructure and 

policy remedies. 

The Technology Fee Faculty Committee: There is an annual process to review and prioritize 

spending from the student technology fee fund. Requests are accepted from any department after 

approval by the division dean. Faculty meet with Information Services and Media staff to review, 

evaluate, and prioritize requests.  

The Infrastructure Planning Group: Including representatives from instructional departments and 

administrative offices, as well as networking and support staff. This group works to ensure that 

the college has the proper infrastructure in place and a plan to address future needs in the areas of 

network capacity, bandwidth, workstation computing, and telecommunications systems. 

 

The Budget Team: Not a sub-committee of the ITG, but a vital partner and resource for all 

institution-wide technology planning. All proposals for budget increases, one-time investments, 

or requests for strategic funds are reviewed by the president’s budget team for feedback, 

prioritization, and funding. Many of these proposals involve using technology to enhance 

services. When technology is a component of the request, information services is consulted and 

involved in the review and decision. 
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The Technology Environment at LBCC 

The People  
 

Information Services has a staff of 32 people comprised of the CIO, two department secretaries, 

and the rest working in five operational teams. 

 There are seven individuals in the banner support team – a manager, a system 

administrator, three application analysts, a support specialist, and a computer operator.  

 There are four individuals in the network support team – a manager and three network 

support staff. 

 There are two individuals in the web support team – a web architect and a web 

application developer. 

 There are nine individuals in the PC/Desktop support team – a director, four computer 

support specialists, three lab support staff, and a telecommunications support person. 

 There are seven individuals in the eLearning/Media team – a director, three media 

support specialists, two learning management support analysts, and an applications 

developer. 

In the summer of 2015, 3,500 institutions were invited to contribute data to the Educause Core 

Data Service (CDS) survey. Comparison data used in this report is based on the reported 

numbers from the 148 associate institutions that participated in the study, as well as some 

publicly available data from the Integrated Postsecondary Education Data System (IPEDS). 

Reported statistics are either an estimated proportion of the population or an estimated median 

(rather than a mean). 

 

The Educause CDS survey for 2015 gives a median of four percent of IT staff as a percentage of 

institutional employees. In addition, the CDS provides a metric of six percent IT student worker 

as a percentage of total IT staff. Linn-Benton Information Services is slightly below the median 

in both measures with 3.6 percent of the college staff being in the Information Services 

department (32 IS Staff/891 LBCC Employees) and zero (zero percent) student workers.  

Bringing the staffing level to the median would require expanding the Technology staff by 3.5 

people. In a second metric, the CDS reports that the median staffing for IT is 5.22 percent for 

every 1,000 student FTE. With Linn-Benton Community College reported FTE of 6,127 the 

Information Services department is staffed at the median level for our student population. 

 

Gender and diversity in the Information Services department is not comparable to proportions in 

the rest of LBCC, with females comprising 28 percent of the department while the campus 

contracted staff pool is 59 percent female. Diversity, if measured in terms of ethnic minorities, is 

zero for the department. In order to support the campus equity goal, all new hires will need to be 

considered with a diversity rubric. Nearly a third of the staff have been hired in the last two years 

and a similar third have been with the college for more than 15 years.  The expected tenure of IS 
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staff and the potential for reorganization will be explored in the SWOT analysis section below.  

The organization of department staff can be seen below: 

Information Services Organizational Structure 

  Information Services       

  CIO - Michael Quiner       

  Secretary - Lena Spencer       

          

Banner 

Support 

PC Support Network 

Support 

Web Support ELearning/Media 

Manager: Manager: Manager: Manager: Manager: 

Gabriel 

Williams 

Russ Rinker Vern Smith Jonathan 

Pedersen 

Steve Smith 

          

Contracted Contracted Contracted Contracted Contracted 

Kimmy 

Dammon 

Leighana Coe Kim Boone Daniel Williams Eric Bryant 

Marc Haerling Drew Corkrey Michael 

Dowless 

  Whit Hamilton 

Tyler Lafferty Shelly Ellingson Dave Smith   Kimberly 

Kopplien 

Teresa 

Patterson 

Jack Giles     Ken Long 

Lorrie Peterson Steve Gribble     Lori Rowton 

Carl Rhodes Alf Price     Paul Tannahill 

  Sheena Schrock     Tommy Parker 

  Lance Search de Lopez       
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The Funding  
 

Information Services is funded at Linn-Benton Community College at approximately $4,095,572 

per year. Funding comes from a variety of general fund accounts, revenue generating funds, and 

two reserve funds as follows: 

 General Budget Funds – Four funds of  $3,096,682, or 75.5 percent of total IS funding. 

 Revenue Funds – Three funds which bring in additional fees from students and 

bandwidth licensing for $552,981 or 13.5 percent of total IS funding.  

 Reserve Funds – Two funds which are funded at $445,910 annually, or 10.9 percent of 

total IS funding. 

There are a few (five) additional grants and small revenue funds that are either temporary in 

nature, such as the state Open Education Resource (OER) grant, or do not generate revenue that 

significantly impact the funding, such as the student pay-to-print account. 

The Educause CDS Survey for 2015, as described above, gives a median of 51 percent of IT 

funding spent on compensation and the remainder (49 percent) spent on materials, services and 

capital expenditures among comparative institutions. An analysis of our spending shows 72.86 

percent of our annual budget spent on compensation (this includes benefits) and only 27.14 

percent spent on all other IT needs.  

 

The survey also provides a metric of $688 spent annually for IT for every student FTE. With 

Linn-Benton Community College reported FTE of 6,127, the Information Services department is 

currently spending $668 per student FTE. The college charges students a technology fee of four 

dollars per credit hour and a distance learning fee of five dollars per credit in a distance learning 

course. 

 

The per credit technology fee is assessed according to our Administrative Rule No. 7055-04. A 

portion of the technology fee is used for technology updates that directly impact current students. 

Technology fee funds are used for the purchase of classroom media equipment, the learning 

management system, and some salaries. The guiding principle is that this is spent for 

instructional support that directly impacts current students. Requests are made during the annual 

budget development process and reviewed by the college leadership for appropriateness. The 

requests are then forwarded to the technology fee committee for final review. The technology fee 

committee is a representative group of faculty and college leadership and is chaired by the 

director of eLearning/Media Services. Other revenue funds do not have a similar allocation 

process. 

Linn-Benton Community College dedicates a portion of its funding towards a technology reserve 

fund. The purpose of the reserve fund is to purchase new, or repair, or replace existing IT 

equipment. It is also used for the purchase of software and services. The use of the reserve funds 

is determined through a forecasting and budgeting processes, beginning with analysis from the 
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Information Services (IS) staff, who provide input and follow the guidelines of the information 

technology update plan. The annual budgeting and spending plans are reviewed by the 

technology advisory groups and committees. A rolling three year projection which considers all 

college needs and priorities is maintained. Currently LBCC earmarks approximately $500,000 

per year for the technology reserve fund, but the budget committee and Information Services 

reviews the adequacy of that funding level regularly and will make adjustments as facilities and 

technologies expand. 

Besides the replacement and upkeep of existing equipment, requests are made for new 

technology resources during the annual budget development process and reviewed by the college 

leadership for appropriateness. The requests are then forwarded to the Tech Fee committee for 

final review. 

Additional budget data can be seen below. It should be noted that the Materials and Services 

(M&S) budgets have remained flat for several years in spite of increasing licensing and services 

costs. The potential to restructure the current funding model is explored in the SWOT analysis 

section below.   

Information Services Historic Budgets 

Information Services Fund 2012 2013 2014 2015 2016 

College Computer Services 

 

$1,881,376  

 

$1,914,871  

 

$1,919,928  

 

$1,995,324  

 

$2,057,599  

Communication Services  $  241,614   $  246,594   $  250,155   $  252,550   $  246,116  

Instructional Computing 

Services  $  328,134   $  332,483   $  348,961   $ 350,431   $ 350,541  

Media Services  $  486,264   $  568,859   $  573,335   $  570,282   $  547,636  

Technology Fee  $  415,361   $  387,952   $  365,792   $  360,390   $  596,054  

Distance Learning Fee  $    71,015   $    73,965   $    78,975   $    76,385   $    80,435  

Interactive TV Fee  $    12,870   $    13,680   $    13,680   $    13,680   $  198,545  

Telecomm Reserve  $      3,444   $      3,453   $      4,983   $      5,174   $      5,565  

Technology Reserve  $  446,224   $  460,888   $  453,949   $  454,138   $  510,313  

      

Material and Services 

Budget  $  421,395   $  400,488   $  450,488   $  450,488   $  450,488  

Total IS Budget 

 

$1,370,309  

 

$1,340,426  

 

$1,367,867  

 

$1,360,255  

 

$1,841,400  
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The Network: Wide Area 
 

Linn-Benton Community College’s service district covers two different counties in the central 

Willamette Valley of Oregon, Linn and Benton Counties. Because of this wide geographic area 

the college has several centers: 

 Albany campus in Albany, Oregon 

 Advanced Transportation Technology Center (ATTC) in Lebanon, Oregon 

 East Linn Center in Lebanon, Oregon 

 Benton Center in Corvallis, Oregon 

 Sweet Home Center in Sweet Home, Oregon 

Broadband networking is provided to most of the centers via Comcast business internet services, 

with the exceptions of the Albany campus and the Benton Center that are provided bandwidth 

and direct internet connectivity through the Network for Education and Research in Oregon 

(NERO) and the University of Oregon. The ATTC also receives direct internet access through 

PEAK Internet. The table below list our current bandwidth at each center 

Location Provider Bandwidth Coverage 

Albany & Benton Center 

NERO(University 

of Oregon) 

1 gbps peering 

&100 mbps transit Internet Access 

Albany For East Linn 

Center Comcast 100/20 mbps Business Internet Deluxe with 5 Static IPs 

Student WIFI, Albany 

Campus Comcast 150/20 mbps Internet Deluxe 150 w/1 Static IP 

ELCI, Albany Campus Comcast 50 mbps Business Internet Starter w/ 1 Static IP 

Student WIFI, Benton 

Center Comcast 150/20 mbps Business Internet Premium w/ 5 Static IPs 

East Linn Center Comcast 150/20 mbps Business Internet Premium w/ 5 Static IPs 

Sweet Home Center Comcast 50 mbps Business Internet Premium w/ 1 Static IP 

Horse Center Comcast 50 mbps Business Internet Standard 

Health Occupation Center Comcast 50 mbps Business Internet Standard 

ATTC Center Peak Internet 50 mbps Direct Internet Access 

 

All of the centers are single facility campuses, except for the Albany campus which is a 22 

building campus. A recent bond measure has financed the expansion of the campus. The ATTC 

is adding two new buildings (Heavy Machinery and the Innovation Building). The Benton Center 

is adding a secondary building and a new Health Care Occupations Center (HOC) is being 

constructed in Lebanon, Oregon. The need, in light of these expansions, for additional bandwidth 

to remote centers will be explored in the SWOT analysis section below. 

The Network: Albany Campus 
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The 22 buildings in the Albany campus are connected via multi-mode fiber and the campus local 

area network is running at 1Gbps (Gigabit per second). The college network uses Hewlett 

Packard Procurve Enterprise network switches for routing and Ethernet connectivity. The college 

saves large amounts of money by purchasing Hewlett Packard network switches that are one or 

two generations old through the used market. The lifetime warranty on Procurve switches means 

that there is little risk to this approach, since anything that doesn't work perfectly gets replaced 

for free. Increasing the bandwidth between buildings to 10Ggps will be considered in the SWOT 

analysis section below.   

 

Besides the wired network there is wireless connectivity available throughout all the centers. We 

have over 82 Ruckus access points for wireless that have been in place for a year providing 

802.11ac connectivity. The 802.11ac connections provide better compatibility, speed, and range 

than earlier wireless standards. There are two wireless networks on campus; LBCC, which is an 

open (requires no authentication) network, and S-LBCC, which is a secure network (requires 

authentication) and allows access to on-campus resources. 

 

LBCC has 14 physical server, one each in the Benton Center, the ATTC, the Sweet Home 

Center, and the East Linn (Lebanon) Center. The other ten physical servers are located in the 

Albany campus datacenter. Nine of the servers are VMWare hosts (ESX servers) or physical 

servers that have sufficient resources in the form of memory and processors to house virtual 

servers. The college houses 83 virtual servers on their ESX hosts. There is an inventory of 

physical and virtual servers in Appendix D: Information Services Server Inventory. With 94 

percent of our servers virtualized, network services is in a good position to explore desktop 

virtualization (VDI) and cloud services as explored in the SWOT analysis section below.   

 

The datacenter provides three tiers of storage on a Dell Compellent SC4020 SAN (Storage Area 

Network): 

 

 Tier One : Six - 200 Gigabyte Solid State Drives 

 Tier Two: Six - One Terabyte 10K rpm hard drives 

 Tier Three: Twelve - Four Terabyte 7.2K RPM hard drives 

 

The earlier tiers of storage provide faster access with less capacity. The Tier One and Tier Two 

hard drives are located in the primary unit of the SAN (on shelf one), and the Tier Three hard 

drives are in the second shelf (an SC200 unit). There is a total of 46 terabytes of usable network 

storage space. Currently, 27 terabytes are being used in production, and we have roughly 18 

terabytes, or 39 percent, of our storage available. The total Input/Output Operations Per Second 

(IOPS) for all three tiers is 19,220 IOPS. Appendix E: Information Services Network Diagrams 

has some valuable illustrations of the network structure and VSphere (virtual server) 

configurations. 

 

All data stored on campus is maintained and preserved by following these policies: 
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 Nightly (Monday thru Sunday) incremental backups are performed of all critical physical 

and virtual servers to disk. 

 Virtual servers are replicated (Monday thru Friday) to the Benton Center ESX host. Those 

replications (restore points) are stored forseven days and then aged out.  

 Full backup of all critical physical and virtual servers to disk once a week 

(Friday/Saturday). 

 Weekly (Sunday) backup to tapes of Saturday full disk backups. 

 Backups on disk are retained for 14 days. 

 Tape backups are retained in our tape rotation for one year. The rotation is as follows: 

1. After full backup to tape, tapes are stored in Takena Hall vault. 

2. The following week one set of tapes are moved to the HR vault and retained for 

a year.  

3. A second set of tapes are taken off site to a Safe Deposit Box. 

4. The following week the tapes are brought back from the Safe Deposit Box and 

moved to the NSH safe. 

5. The following week the tapes are rotated back for reuse.  

Additionally, through a reciprocal support agreement, a server is located at Central Oregon 

Community College in Bend, Oregon, and our college transactional enterprise resource planning 

(ERP) data is copied to it nightly as a component of our disaster recovery plan.  
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The Desktop Hardware 
 

Our most current inventory shows a total of 2,310 personal computer systems in use at our 

several college centers. One thousand three hundred and twenty-five (1,325) of these units are 

available for students and instructors in 68 labs, the library, and 27 other instructional spaces. 

Refer to Appendix F: Computers in Instructional Space & Labs. Fifty-seven point three (57.3) 

percent are available to the students, and 180 of the student computers are laptops or tablets. 

There are 139 computers in media enabled lecterns. We have 985 computers in use by our 891 

faculty and staff, further proving the point that the model of “one computer for one person” is no 

longer valid. 

The college has 214 laser printers on the various campuses. Of these, 27 laser printers are located 

in labs, the library, or other instructional spaces. These machines are supported, maintained and 

supplied through a managed service account. Printing to these public printers is charged back to 

the student or to the department that required the student to print. The remaining 187 laser 

printers are located in departmental or private offices and are supported and maintained by the 

Information Services support team. All supplies are charged back to the department.  

 

We currently have 237 units in use that we have identified as non-supported. That generally 

indicates that the college spent money to replace a particular machine but the department or 

program asked that the old machine be left with them as an added resource with the 

understanding that we would not be replacing it or maintaining that system in the future. We 

have 2,073 supported desktop and laptop computers of varying vintages. The following chart 

shows the age, count and percentage of our supported inventory: 

Year Purchased  Count Percent 

2015 80 3.86% 

2014 195 9.41% 

2013 72 3.47% 

2012 362 17.46% 

2011 359 17.32% 

2010 439 21.18% 

2009 136 6.56% 

2008 237 11.43% 

2007 77 3.71% 

        2006 or earlier 116 5.60% 

Total         2,073  100% 

 

This indicates that 65.80 percent of our supported units are over five years or older, and 9.51 

percent were purchased over a decade ago. If all machines over five years or older were to be 
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replaced at $650 per machine it would require $886,600 in one year. In addition, the current 

Information Services support staff would not be able to replace 1,364 machines in a single year. 

To replace 20 percent of the inventory every year thereafter will mean 415 systems replaced at a 

projected cost of $269,469 annually. Strategies to manage this unsustainable upgrade schedule 

and inventory are explored in the SWOT analysis section below.   
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Instructional and Administrative Support 

Information Services provides support for faculty and students through the following 

instructional services:   

 Classroom media equipment 

 Distance and distributed learning services 

 Web project design and development 

 Faculty instruction and training 

 Media materials preview and acquisition 

 Multimedia production and duplication 

 Video engineering, production and technical services 

LBCC provides an email address for every registered student and access to Google Apps for 

Education which include Google drive, calendar, and applications. All staff and faculty have 

Gmail and access to Google Apps for Education. Training for employees on email and 

calendaring includes in-person classes, short videos available on demand and one-on-one 

consultation. During the twice annual in-service days, the technology department offers training 

sessions on technologies, internet security, and google applications for all faculty and staff. 

Information Services provides a number of desktop and online software applications to support 

the educational mission of the college. The enterprise information system, Banner, is the core 

source for institutional data, as well as for the management of institutional identities for 

authentication. As such, it is the primary gateway to a variety of online student resources such as 

AdvisorTrac, Scheduler, Degree Runner (a degree evaluation tool that is in the process of being 

deployed), as well as registration, financial aid, billing and payment. Faculty and students use 

both Moodlerooms and Canvas learning management systems (LMS) for over 400 online, hybrid 

and in-class course sections. 

Faculty are offered a Moodle Basic Training (MBT) course which helps prepare them for using 

Moodlerooms as a component of their instruction. Staff are given an initial tutorial on the Banner 

system. Additionally, the Banner support team provides monthly “Banner Bunch” sessions to 

give continued training on common used features and new updates to the campus enterprise 

system users. The web team provides similar themed training in monthly “Web Box” sessions 

for staff and faculty that manage web content for their department or program. 

In addition, Information Services gives technical support and assistance for personal computer 

use, e-mail and shared calendaring, network and Internet access, telephone and voice mail, and 

the Banner ERP. Distance Education and Media Services maintain a small faculty computer lab 

for training on classroom presentation equipment, Moodlerooms and Canvas LMS. 
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Student support is provided through staffed computer labs at each site. The Library and 

Information Services collaborate on providing extended hours staffing of the student help desk in 

the Library at the Albany campus. The “Destination Graduation” course, which is required for 

new incoming students during their first term, includes instructions on using Moodlerooms, the 

student help desk, and student email. Students are required to use these resources during the class 

to prepare them for using these technology resources in future courses. The course also covers 

library resources, advising, financial aid, and a graduation checklist. 

Information Services reviews the standard workstation hardware and software configuration each 

year in consultation with academic departments. They also evaluate the campus desktop 

workstations for adequate performance and usability compared to the designated use-case of 

each workstation. Student lab, faculty, and staff desktop computers are evaluated and upgraded 

or replaced as needed. The college schedules replacements and upgrades so that the expenditures 

for new equipment and the workload for updates are about equal throughout the year and from 

year to year. Upgrades to memory, solid state drives (SSD), networking technology, and 

operating systems have made it possible to extend the lifecycle of equipment. Servers, switches, 

uninterruptible power supplies (UPS) devices, wireless access points, and other network 

technology are replaced as needed. Classroom technology is also on a replacement cycle 

depending on the life-cycle of the specific equipment. The college has been upgrading the 

campus telephone system to Voice over IP (VoIP), with only the East Linn Lebanon center 

remaining still to be upgraded. 

The team of Banner application analysts and developers works with the administrative staff of 

the college, including, but not limited to Student Services, Admissions, Registration, Financial 

Aid, Human Resources, Accounts Receivable and Finance. They support these offices with one-

on-one troubleshooting and training as well as providing access to outside resources and 

consultants. The Banner team currently has a backlog of 78 CSR’s (Change Requests) to address 

bugs, process problems, or requested modifications. See Appendix G: Banner Change Request 

(CSR) Log.  
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Information Services Projects 

Every team and workgroup in Information Services has a portfolio of projects that they are 

actively pursuing. Some of them are short term projects that need to be completed in a relatively 

quick fashion, such as our campus upgrade to Windows 10. Others are longer term and are 

expected to take several years, such as the Ellucian DegreeWorks deployment. Some projects are 

in the final stages, such as our VoIP conversion, with only one facility left to change, while other 

projects, such as virtual desktops (VDI) are only in the pilot stages. A full list of the project 

roadmap can be seen in Appendix H: Information Services Projects. Details of a few high 

priority and highly important projects are summarized below. 

Banner Baseline Project: The Banner baseline project is to move the college Banner environment 

to a baseline version as currently delivered by Ellucian by June 30th, 2017. Specifically, this is the 

removal of all modifications, net new, and enhancements (inventoried at over 2,000) by the end 

of the project or have a clear plan in place to remove any non-baseline code still in use at June 

30th, 2017. Fifty percent of the time of our current three Banner analysis is needed over the next 

year to complete this project in the set time. See Appendix I: Banner Baseline project Charter. 

DegreeWorks: Information Services was able to negotiate and work with Ellucian to dramatically 

reduce the cost of three software packages by 54 percent for the initial licensing and 52 percent 

for software maintenance over the next five years. This has saved the college nearly $300,000 

(half immediately, and the remainder over the next five years) on the purchase of Ellucian 

Mobile, DegreeWorks (a comprehensive academic advising, transfer articulation, and degree 

audit tool that improves student completion and academic planning), and a data storage and 

reporting tool. 

The DegreeWorks project will implement a degree audit system by fall 2018 to function as a 

student planning, advising, degree audit, and reporting tool. It will provide the following: 

 decrease time-to-degree 

 more efficient certification of degree 

 paperless advising and degree audit process 

 the ability to anticipate course demands 

DegreeWorks uses Banner academic history and degree audit data to enhance the advising 

process for students, faculty, advisors, and staff. It simultaneously builds data structures to 

supporting future academic planning, course work demand analysis, and curricular planning. 

DegreeWorks extracts academic history from Banner, filters it, and stores relevant data in a 

repository for audit data. DegreeWorks retains a chronological academic history for each student, 

and applies their data to graduation requirements using the results to certify progress toward 

degree completion. With this data students can see where they stand in their progress toward 

anticipated graduations, while receiving recommendations about class registrations for all 

unfulfilled requirements. Students can save proposed or potential registration plans which the 

college will use as tools for anticipating course work demand for future terms. 
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Ellucian Mobile: This allows students, faculty, and staff to access the resources available in 

Banner through a mobile interface for accessing 

 course listings 

 schedules 

 registration 

 grades 

 class rosters 

 account’s and holds 

 DegreeWorks audits and planning tools 

Banner 9 (also known as Banner XE): Currently the college is running Banner 8. This version of 

the Banner software relies on the use of the third party provided Oracle Forms and Reports. 

Ellucian has announced that they will discontinue support of Banner 8 on December 31, 2018. 

Oracle has announced that there will be an additional charge for Oracle forms and reports 

starting on May 31, 2018 of 20 percent of our annual licensing (it will come to approximately 

$6,000 a year). It is dependent on a quick and efficient completion of the Banner Baseline project 

so that the college can begin the upgrade to Banner 9 before incurring additional support charges 

from Oracle, and eventually losing support of Banner 8 altogether. 

WebForm Consolidation and Workflow: Updating the current installed version of Laserfiche (a 

document scanning and archival system currently deployed on campus) to the new version 

addressed three areas that were lacking in the campus document management processes. 

 fillable and routable digital (web) forms 

 workflow rules to route forms and other documents to appropriate parties for approval 

and action 

 Banner forms integrated with document repositories for quick reference lookup 

These three additional capabilities of digital forms, workflow, and Banner integration provide 

three major benefits: 

 Students will be able to complete more of the administrative chores required to 

completing their education without making physical trips to administrative offices to 

collect and return paper forms. 

 College staff will be able to spend less time auditing, correcting, and managing paper 

forms and more time serving students. 

 Integration with Banner information will ensure data integrity and completeness as forms 

are populated with the correct student information. 

According to the Gartner research group 85 percent of transactional processes are initiated by a 

form, and nearly 40 percent of those are incomplete or require manual correction. The software 

has been updated and staff are being trained and starting to enhance and modify the over 200 

forms available through the campus web pages and on paper. 
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Distance Learning: For Linn-Benton, a successful traditional distance learning program will 

increase completion rates in courses to be equal to, or better than, the equivalent face-to-face 

courses. Currently, the completion rates for the lowest performing distance education courses are 

nine percent to 30 percent lower than the equivalent traditional courses. Our college distance 

learning courses in general have a lower rate. Six hundred and eighty-seven more students at 

Linn-Benton would have completed 2404.5 credits for a savings of $240,450 in the last three 

years if distance learning completion rates were on the same level of on-campus completion 

rates. 

 

The average distance learning FTE at the other 16 Oregon community colleges is 20 percent of 

their total student FTE. Currently LBCC FTE for distance education is only six percent of our 

total FTE and has been flat at that rate for the last four years.  

 

The first phase of a strategic initiative would focus on completion, then the second phase will 

deal with enrollment growth, in keeping with our institutional goal of quality (or completion). A 

completion committee of faculty, staff (from admissions, curriculum, Banner, testing, IR), and 

deans will develop a set of holistic strategies and policies to improve completion. They will 

focus on providing students with a good fit, strong instructor presence, and strong institutional 

support. The complete strategic initiative can be read in Appendix J: Distance Learning Strategic 

Initiative. 

 

Bond Construction: There are currently five bond financed construction projects currently 

underway or in the early planning stages: 

 Lebanon ATTC Innovation Center – to be completed Fall 2016 

 Lebanon Heavy Equipment Center – to be completed Winter 2016 

 Lebanon Health Care Occupation Center – to be completed Spring 2017 

 Corvallis Benton Center Expansion – beginning Summer 2017 

 Albany Campus Renovation – beginning Summer 2017 

While these bond project are not overseen by Information Services there are large issues that 

involve IS and involve significant human and financial resources, such as providing bandwidth 

to the new buildings, internal network and wireless infrastructure, telecommunications 

equipment, desktops, and instructional and media equipment. 

Identity Management/SSO: The Identity Management project will implement a system that 

defines what people (students, staff, faculty, and guests) can do on the campus network based on 

their roles and access rights.  

Identity management will increase security, while decreasing cost and redundant effort. LBCC 

has many complex systems requiring manual administration of users and access, causing much 

duplication of effort by staff and extra work for users who have to maintain unique access 

credentials to many different systems.  



   Information Services Strategic Plan 2016 
 

 
23 

 

The identity management system will solve this issue for users and administrators, while 

allowing easier deployment of new campus systems, such as mobile applications, one-card, or a 

web portal. An identity management system provides the following benefits: 

• strong authentication 
• activity tracking 
• audited guest access 
• immediate enablement and onboarding 

role management and change workflow 
• de-provisioning of inactive accounts 
• reduce sign-on and eventually single sign-on (SSO) 
• self-service for password management 
• decentralized management of identities 
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Strengths, Weaknesses, Opportunities, and Threats 

This Strengths, Weaknesses, Opportunities, and Threats (SWOT) analysis section is used to look 

at some of the positive and negative characteristics of Information Technology at a high level, 

and to consider alternative plans and strategies that might mitigate weaknesses and risks and 

capitalize on developing opportunities. As mentioned at the beginning, the ultimate goal of the 

document is to: 

• Guide the college's investment in technology infrastructure. 

• Ensure that the college is providing essential technology to support both instruction and 

administrative needs. 

• Identify areas where improvements can be made. 

Strengths: 

The first strength that can be clearly identified at Linn-Benton Community College is that 

information Services enjoys a high level of executive support. This support takes shape in 

several ways but the three most vital are: 

 

1. Information Services is given a role in the assessment, planning and decision making 

levels of the college. Technology concerns are freely discussed, and expert opinions, both 

inside and outside the institution, are sought out and thoughtfully considered.  

2. The college has made sacrifices to provide sufficient funding to high priority technology 

projects, realizing that these investments in information services initiatives may take time 

to bring the expected dividends. 

3. Positions have been retained and even added to the department in a time when the need 

for every additional staff person must be clearly justified and demonstrated. 

 

This quantifiable support from the institution has led to a high morale among the technology 

support staff as they perceive that their contribution to the mission of the college is recognized. 

This in turn fuels motivation to be more aspirational.  

 

Secondly, the skills and dedication of the Information Services staff is a tremendous strength, 

and the foundation to all successful achievements. As mentioned above, a third of the IS staff 

have been at LBCC for more than 15 years. They are well acquainted with their colleagues at the 

school and familiar with the missions and goals of the college. The third of the staff who have 

been hired in the last two years bring new skills and experience that is relevant and needed to 

keep forward momentum on projects. This is a good mixture of staff, however it brings some 

challenges that will be discussed below. 

 

A final strength to mention is the quality, both in reliability and security, of the network 

infrastructure and the protective measures in place. Repeated network scans and a penetration 

test by an off-campus firm indicates no serious vulnerabilities and very little danger of external 
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intrusion through the hardened network boarders. Updates, current virus definitions, and security 

patches are quickly propagated through the network and on user’s individual systems. 

 

Weaknesses: 

While lauding the Information Services staff is somewhat satisfying, it must be noted that the 

makeup and tenure of the current staff also pose some substantial weaknesses that need to be 

addressed.  

 

1. The tenure of a large percentage (1/3) of the IS staff means that a large number are 

eligible for and can be expected to retire and leave the workforce in relatively short order, 

vacating some long held positions and taking a great deal of vocational expertise, as well 

as institutional knowledge, with them. This kind of unplanned disruption could be a 

detriment. Being aware of this possibility, the department has been stressing the need for 

formal and informal ways of documenting and sharing information and processes. 

 

2. As mentioned above the IS department does not reflect the diversity by gender or race 

that should be seen in this community. As the current staff suffers attrition, replacements 

need to be recruited from a more widely diverse pool of applicants and considered with a 

diversity rubric before they are hire in order to meet the campus equity goal.  

 

3. The makeup of the current IS staff is noticeably skewed toward desktop support for 

instructional labs and, staff and faculty personal computers, while having a lighter 

emphasis on networking, development and web skills. The anticipated retirement of the 

more mature employees will allow for a gradual realignment of the expertise represented 

in the department. Technologies like virtual desktops (VDI) and endpoint management 

will allow us to spend less staff time maintaining individual computers. Middleware 

integration, network security and web development will be the knowledge more in 

demand. 

 

4. There are some support expertise gaps in the current technology support staff mix that 

can be justified as critical to the college goals. These three types of specialists that have 

been identified are: 

 

a.  Instructional technologist – with dual backgrounds in technology and pedagogy, 

support could be provided to faculty to integrate technology in their classes in 

innovative and engaging ways, using technology to address flipped classrooms, 

gamification, and mobile technology in education. 

 

b. Disability and accessibility compliance expert – again to provide faculty support 

in designing course instruction and material to serve an under-represented 

population of students. In line with the college equity goal, technology has limited 

use in overcoming many racial or socio-economic disadvantages, but it can make 
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a great impact on improving the services and opportunities afforded to less-abled 

or otherwise impaired students. 

 

c. Information and cyber security specialist – As the technology landscape evolves 

and broadens, the need to protect the privacy, integrity, and security of data is 

something that requires unique knowledge and experience to provide. The current 

threatening nature of information security is discussed below, and a specialist in 

that area can help guide the college. 

 

While enthusiastic about the current funding for Technology initiatives, there are some 

traditional budgeting practices that have created identifiable weaknesses. 

 

1. Chargebacks for security and operationally needed software, hardware, and support is 

inefficient and creates additional work. Proper budgeting would eliminate the additional 

processing and cost would remain constant. 

 

2. Departmental purchases of software makes management of licensing contracts difficult 

and loses potential economies of scale savings. A centralized IT budget for software 

purchases is being established. That budget needs to be evaluated and increased annually 

as software licenses trend upwards at five to seven percent a year. 

 

3. Funds for equipment replacement were cut for several years and now the number of 

outdated machines has reached a volume that precludes an easy catch up schedule (both 

because of cost and workload), as described above. The current pattern of equipment 

replacements is unsustainable. The IS support staff have prolong the usable life of the 

majority of campus equipment by upgrading memory and installing solid state drives 

(SSD) for the majority of desktop inventory. They have also developed an upgrade policy 

(Appendix K: Information Technology Update Plan) designed to help manage the 

evaluation and replacement of deployed computers. The virtual desktop (VDI) project 

could eventually save money by extending the life of equipment beyond its current 

usefulness, but the near term will require careful management and additional funds to 

stabilize the replacement cycle. 

 

4. Special purpose fees, such as technology or distance learning fees are a model that needs 

to be re-evaluated. The advisability of funding ubiquitous infrastructure (such as wireless 

access point), support staff salaries, and software licenses which are used by all students, 

from a special purpose fee is not clear. While at one time technology fees were common 

components of a higher education price tag, the ubiquitous nature of many technology 

services make them more utilitarian than competitive. 

 

The tendency to use customized/exception based business processes is an evident weakness at 

LBCC and has led to a highly modified enterprise record system (Banner) which can more 

properly be referred to as “Frankenbanner.” The enterprise support teams efforts to 

decommission modifications and take the system back to a baseline state is necessary, but will be 
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difficult. Any modifications retained need to be carefully evaluated for their ability to positively 

impact one of our three strategic goals. If they do not improve productivity, equity, or quality 

then we should avoid the modification and the exception. 

 

The practice of altering the college’s central record system has also lead to the practice of 

implementing alternative or shadow systems that compete with and often contain vital records 

outside of the authorized systems. With faculty keeping grades in spreadsheets, and 

administrative assistants keeping lists in access data files, the college maintains multiple learning 

management systems (LMS) on campus, Moodlerooms and Canvas. The practice can be 

curtailed on a campus-wide basis through additional training of staff and faculty and greater 

engagement by IS.  

 

Opportunities: 

With the new bond construction projects LBCC has a unique opportunity to revisit or current 

wide-area bandwidth providers and capabilities and investigate the following opportunities: 

 consolidate bandwidth providers or engage secondary service providers for greater 

redundancy 

 increase bandwidth to remote campus centers 

 pilot the use of microwave connection in limited range urban areas 

 potentially decrease costs 

We currently have sufficient bandwidth between most locations, but the current expansion plans 

will place greater number of students, and a greater demand, on our network. Examples are the 

additional digital streaming that is being planned for the new Health Care Occupation Center, 

and the use of new digital instructional technology at the ATTC in Lebanon. 

Because the need for bandwidth, more capacity and speed, in every segment of the campus 

network, there is also an opportunity to plan for increased capacity on the inter-building fiber at 

the Albany campus. If planned and budgeted, the current 1Gbps (Gigabit per second) fiber could 

be increased to 10Ggps. The current network functions admirably in the current configuration, 

but as additional security video cameras are added to campus, centrally-managed access control 

for entrances is implemented, and more network traffic is generated using virtual desktops, then 

it is probable that our current network capacity will not be sufficient. 

The cloud presents a great opportunity to remove resources from campus owned and on premise 

hardware and storage. As equipment becomes more commoditized, faster, and interchangeable, 

the institution’s need to maintain costly and relatively labor intensive architecture in the data 

center diminishes. Ellucian predicts that the majority of their customer base will be hosting their 

ERP systems in the cloud by 2020. Many of our services (such as Gmail, Google for Education, 

Office 365) are already in the cloud. There is every indication that the benefits of reliability, 
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security and economics will cause this trend to continue. LBCC has an opportunity to start 

piloting and finding how cloud services can be used by us to benefit our student population. 

Often when we discuss opportunities, it is difficult to see how the initiatives, such as increased 

bandwidth, will impact the college’s goals for productivity, equity, and quality for our students. 

Yet, the work of academic programs that bring higher completion rates, broader community 

representation, and lead to better job placement following college is only possible if we have a 

solid foundation to build on. Information Services is a primary piece of that foundation. The 

technology, network, and tools we provide make innovation possible, and, more importantly, 

sustainable. 

One great opportunity that builds sustainability is training of staff, faculty, and students. A more 

deliberate approach to developing the needed skills and attitudes toward technological concepts 

will have to be taken on campus for any of our initiatives to be successful over the long term.  

As we have discussed the need to fill expertise gaps with an Instructional technologist, a 

Disability and accessibility compliance expert and an Information and cyber security specialist, 

it should also be noted that a large part of the need is to disseminate their particular knowledge to 

the wider college community.  Information Services promotes opportunities for training and skill 

building; however, LBCC staff often feel too busy or shorthanded to invest the needed time to 

acquire skills that might reduce labor over time. 

Threats: 

A recent Educause survey indicated the Information Security is the number one threat 

identified by most institutions of higher education CIO’s. This is because of the risk associated 

with transacting, managing, and storing large amounts of personal and sensitive data on campus 

networks. Colleges and universities are becoming more attractive targets to bad actors in the 

cyber world as governments and businesses increase their security posture.  

 

LBCC has not been keeping up. We have a college security plan (see Appendix L: College 

Security Plan) that was formalized several years ago, but it needs to be revisited and revised 

more frequently. Policies and procedures need to be kept current. This has become a priority and 

IS has formed an IT Security group which is a collection of networking technology, desktop 

support, enterprise technology, and media support staff that evaluate IT security risks and 

develop infrastructure and policy remedies.  

Penetration test and scans reveal that our network perimeter is secure and we have a tough outer 

skin, but the IT security group is worried about internal security. A recent industry survey 

indicated that 95 percent of people share up to six passwords with other people, and 22 percent 

of respondents said they share the passwords with co-workers. In fact, 61 percent report that they 

are more likely to share a work password than a personal password, and 73 percent will not reset 

that password after having shared it. (Lastpass customer survey, May 2016) These kind of 
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statistics, and the common attitudes behind them, indicate that LBCC data may be secure from 

external access, but once an agent is inside our network we have some significant risks. 

Disaster recovery is the last threat that is identified in this report. Disaster recovery policies and 

processes are in place, yet we do not have a scheduled testing of recovery processes or regulated 

checks of backed-up and archived data. Once those are scheduled and undertaken on a regular 

basis, we will be able to test unplanned “chaos monkey” type scenarios to further refine our 

plans and disaster readiness. 
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Conclusion 

LBCC has made significant technology investments in the recent past which have greatly 

improved student access to technology, increased support staff in IS, and upgraded the college's 

data communications infrastructure to improve reliability of mission-critical systems. 

Investments have also been made in additional software solutions and professional services to 

provide for better availability and usefulness of Banner data and functionality. 

IS projects are underway or being planned that require substantial IS resources, and special focus 

is being placed on project planning methodology and management. Looking to the future, topics 

of importance for the college include desktop virtualization, identity management, and cloud 

technologies. In preparation for these future strategic projects, the college anticipates expanded 

virtualization, data storage and network infrastructure, as well as increased access to wireless and 

updating wired connections college-wide. 

Our review of the college IT environment, including staffing and funding, indicates that there are 

some opportunities for re-organization of staff, and realignment of skills with anticipated shifts 

in technology. Some adjustment to our funding models are recommended to make software 

purchase more efficient and provide for equipment upgrades in a more transparent and 

sustainable method. 

The major projects of Banner baseline, DegreeWorks, distance learning completion, and identity 

management will help stabilize the technology foundation that we need for future projects, while 

we focus on shoring up our IT security and disaster recovery plans. The role of the college 

administration in providing governance and oversight to IS projects and priorities is clearly 

defined and structured to provide a close tie between technology initiatives and the mission and 

strategic objectives of the institution. 
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Appendices A through M 

Appendix A: College and President’s Strategic Objectives 2015 – 2016 
 

1) Instill college-wide ownership and responsibility for LBCC Goals attainment. 

a. Employ MERIT Mission Themes and Objectives to “flesh out” Mission and Goals and to 

help faculty and staff see their particular roles in their attainment. 

b. Revise and improve both program review and institutional metrics to document and track 

attainment of institutional and strategic goals. 

c. Develop and implement Human Resources practices that address Mission and Goals with 

applicants and orient new employees to our strategies for their attainment.  

2) Develop and/or modify existing policies and practices so that they represent intentional 

actions to build a culture that exhibits our Goals and Values. 

a. Develop and implement faculty and staff recruiting and hiring practices that intentionally 

advance our Goals and Values. 

b. Provide more resources for faculty and staff, including Professional Development 

training to do cultural training. 

c. Develop polices and resources for preventing and resolving workplace conflicts. 

d. Develop polices and resources for employees to improve their ability to interact with 

others whose values, opinions, and/or beliefs differ from their own. 

e. Continue assessment with a focus on Cultural Literacy. 

f. Combine the DCE and Values Committees into a single Council with a clearer and more 

formalized “charge,” focusing on LBCC Core Values and an increased appreciation of 

and capacity for Civil Engagement with one another. 

3) Make the “Student Success Pathway” work for our students (Progression and Bruce) 

a. Engage in AACC “Next Big Thing” Initiative – creating guided pathways for student 

progression. 

b. Improve Fall to Fall retention of students. 

c. Work with K-12 Partnerships so that all “traditional” incoming students already have 

identified academic goals, a detailed 2-3 year academic plan for achieving them, and are 

academically prepared to pursue them. 

d. Make certain that our Course Schedules accommodate the academic plans of our 

students. 

4) Make significant progress on the design and/or construction on all four capital projects to be 

funded by the November Bond Ballot Measure, and complete an associated Facilities Master 

Plan. 

a. Complete Facilities Master Plan. 

b. Manage Cap Con Projects (on time and in budget). 

5) More fully implement and make more effective and efficient use of the technology we 

currently own. 

a. Implement and utilize Banner modules that can help make college operations more 

efficient. 

b. Eliminate unnecessary customization of Banner modules, reducing the staff time and 

reliance on obsolete technology necessary to maintain them. 
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c. Begin project planning, faculty consultation and resource gathering for a web based 

student planning and advising tool. (DegreeWorks) 

d. Implement web-based student support services and resources. 

e. Implement an identity management system as the core of the individualized, single point 

of entry pathways (portals). 

6) Develop and implement a Coherent Financial Resource Strategy. 

a. Intentional Tuition Policy (revisit indexing policy with Board) 

b. Address/Develop Strategy for adapting “Free Tuition” Initiatives 

c. Expanded Foundation function in providing operational support for LBCC 

d. Coherent and transparent budget models for programs and activities (or their component 

parts) that generate financial resources (Auxiliary, Enterprise, Cost - Recovery) 

e. Coherent and comprehensive policies and practices for Grant applications and 

administration 

7) Work collaboratively with Faculty and Classified Associations to negotiate and act 

collaboratively in accordance with Association Contracts that define our relationships and 

clarify our roles in a manner that helps us serve our Mission and achieve our Goals. 

a. Negotiate PT Faculty Contract 

b. Current Faculty Contract; Appendix J – Convene a taskforce made up of faculty and 

managers to revise the Department Chair Points sheet. 

8) Expand and Update our Career-Technical programs in response to (and anticipation of) local 

industry needs and a State focus on the "Middle 40" of 40-40-20. 

a. Develop and Implement comprehensive plan of CTE program development and 

continuous improvement (including HS partnerships, Contract Training, SBDC and 

SBM, CTE, new programs, and business partnerships.) 

b. Complete ATTC and fully implement associated transportation and energy programs. 

c. Initiate capacity and curricular expansion of Mechatronics, Welding, and Machine Tool 

programs. 

d. Expand Health Occupations programs in response to changing health care delivery 

systems. 

e. Respond to the changing needs of industry and community employers. 

9) Complete an Information Technology strategic plan incorporating input from a broad range 

of campus stakeholders and meeting the need for accreditation requirements as well as tying 

information services future initiatives and projects with the college’s goals and objectives. 

10)  Complete Accreditation Self Study.  
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Appendix B: Information Technology Governance Committee (ITGC) Charter 
 

Introduction: 

The ITGC is chartered to provide oversight and guidance to the college’s information technology through 

collaborative efforts. The intent of the ITGC is to provide guidance to the sub-committees 

(Administrative Systems Steering Committee, Web Strategies Committee, IT Security Group, 

Infrastructure Planning Group, and Technology Fee Faculty Committee). 

Purpose: 

The ITGC will provide the strategic vision, direction, and priority, of projects involving information 

technology across Linn-Benton Community College (LBCC).  The ITGC will take into consideration the 

colleges strategic priorities, policy development, and opportunities for efficiencies in information 

technology for the college. 

The ITGC is the forum for the ITGC sub-committees to bring documented projects, ideas, and 

suggestions.  The ITGC will examine and question ideas and suggestions, approve/disapprove projects, 

and assign college priority for approved projects.  Projects may, or may not be assigned additional 

resources such as budget by the ITGC. 

ITGC is charged with maintaining a broad awareness of the IT environment internally and externally, in 

order to reducing duplication of effort, consolidating resources, fostering innovation, and scaling up 

solutions that have broad appeal or usefulness. 

The ITGC acts as the primary sponsor to present recommendations regarding IT infrastructure, systems, 

and policy, to the campus and Board members.  

Scope: 

The ITGC is tasked with the following duties and responsibilities. This list is not intended to be an all-

inclusive list, but rather an example of the roles of the ITGC in support of information technology at 

Linn-Benton Community College, as sub-committees submit their projects, ideas, and suggestions 

 Examine projects to insure alignment with LBCC strategic priorities; 

 Ask questions, and provide input to assist the establishment of best business practices regarding 

campus technology for LBCC; 

 Report out at college council to inform others about information technology projects; 

 Provide a venue for adoption of non-strategic technology projects which are outcome based for 

LBCC in order to help the college meet its goals, and more effectively utilize personnel and 

money resources; 

 Maintain and prioritize the campus technology list; 

 Identify, develop and support ongoing education and training opportunities member and guest 

participation, presentations, and information sharing; 

 Assist classified staff, faculty, and students in creating effective and efficient educational 

information technology programs. 

 The ITGC will meet once per term, but may meet more if required, or desired by the sub-

committees.  
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Appendix C: Web Strategy Committee Charter 
 

Given the strategic importance of the web as a communications and marketing tool to current and 

prospective students, as well as the college community at large, we have a working group to recommend 

and implement web strategies. The working group has a broad membership to ensure the needs and 

perspectives of different departments are considered.  

The Web Strategy Committee is a consensus-based committee, accountable to the ITGC, co-led by the 

Web Architect and CIO. The Web Strategy Committee is responsible for:  

• Analyzing current web strategies and identifying opportunities for improvement. 

• Setting web operational standards and guidelines. 

• Planning and coordinating ongoing web projects including the creation of project teams and work 

groups. 

• Promoting “best-practices” to department content creators. 

• Reviewing future directions and present recommendations to campus leadership. 

• Cross-campus input and representation related to the web. 

• Communication to and from campus stakeholders. 

• Approval of web policies and guidelines related to the web to ensure that pages: 

o Are consistent in appearance and clearly branded as LBCC web pages. 

o Are in compliance with all necessary laws and state policies (such as ADA.)  

o Contain only content that is appropriate to those web pages. 

 In fulfilling these responsibilities, the committee strives to:  

• Provide recommendations on the use, operations, and policies associated with navigation, 

design standards, and web style guide. Including adjusting the web standards for mobile 

device layouts. 

• Coordinate web technologies to ensure they interoperate as a coherent whole. 

• Convey one LBCC brand with a consistent design and navigation scheme. 

• Support departments in the efficient fulfillment of their objectives; 

o Provide clear path to departments on how to leverage central web 

resources to market their services. 

o Offers educational workshops to share best practices and assist the 

campus community.     

• Addressing any issues with regard to the format, function, and accuracy of the 

College website that may arise. 

• Include the perspective of stakeholder groups including Faculty and Students. 

• Raise institutional awareness about multiple system logins and accessibility issues. 

• Get a long term web strategy and build specific (measurable) goals. 

Our goals for the website: 

• Give prospective students good reason to apply, then allow them to do so easily. 

• Engage our current students and guide them to needed information that leads them to persist 

and transition to work or university. 

• Serve informational needs for community, staff, and management. 
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App endix D: Information Services Server Inventory 
 

Name Location Notes 

PHYSICAL SERVERS     

ALB-Archive Albany Backup Server connected to old Tape Library 

ALB-Imaging Albany Imagining storage server 

ALB-SQLSRV-01 Albany 

SQL Server used by various instructional and administrative 

systems 

ALB-Tape Albany Tape Server connected to our new Tape Library 

ALBDC1 Albany AD Domain controller 

ESX-ATTC ATTC – Lebanon VMWare Server - Hosts virtual servers at ATTC 

ESX-BEN 

Benton Ctr - 

Corvallis VMWare Server - Hosts virtual servers 

ESX-LEB 

Lebanon Ctr - 

Lebanon VMWare Server - Hosts virtual servers at Lebanon Center 

ESX-SHC 

SH Ctr - Sweet 

Home VMWare Server - Hosts virtual servers at Sweet Home Center 

ESX1-Albany Cluster Albany VMWare Server - Hosts virtual servers 

ESX2-Albany Cluster Albany VMWare Server - Hosts virtual servers 

ESX3-Albany Cluster Albany VMWare Server - Hosts virtual servers 

ESX4-Albany Cluster Albany VMWare Server - Hosts virtual servers 

ESX5-Banner Albany VMWare Server - Dedicated to Banner VM's 

VIRTUAL SERVERS     

ALB-Aeonix Albany ESX Cluster Aeonix server is the PBX and Voice Mail.  

ALB-APPSERV-01 Albany ESX Cluster General App Server 

ALB-AWS Albany ESX Cluster Academic Web Server for Student use in classes 

ALB-BannerFTP Albany ESX Cluster FTP Server 

ALB-CADDLS Albany ESX Cluster CAD License Server 

ALB-CClimate Albany ESX Cluster Scantron Class Climate - for instructor evaluations 

ALB-DFCORE Albany ESX Cluster Deepfreeze Core server 

ALB-DHCP-01 Albany ESX Cluster Backbone DHCP server for LBCC Albany campus.  

ALB-DMZ-DC1 Albany ESX Cluster DMZ Domain Controller 

ALB-DMZ-DC2 Albany ESX Cluster DMZ Domain Controller 

ALB-DMZDNS Albany ESX Cluster DMZ 2nd DNS server 

ALB-DSS Albany ESX Cluster Digital Streaming Serve. 

ALB-EDI Albany ESX Cluster Transcript Transfer Host 

ALB-EIOBoard Albany ESX Cluster EIO Board server. NTP server. 
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ALB-EITLS Albany ESX Cluster Licensing server for CADD (Drafting & Eng) program. 

ALB-EMS Albany ESX Cluster Event Management System/Paperless Office website. 

ALB-Extron Albany ESX Cluster Used for Media switching devices in classrooms 

ALB-Farcry Albany ESX Cluster Webserver for Main website and CMS 

ALB-FCDEV Albany ESX Cluster Farcry Test Server (older version) 

ALB-FCDEV62 Albany ESX Cluster Farcry Development Server 

ALB-FS01 Albany ESX Cluster G: and I: Drive File Server 

ALB-FW-Comcast-pfSense Albany ESX Cluster Comcast Firewall Site to Site VPN line 

ALB-FW-PCI-Astaro Albany ESX Cluster PCI Firewall 

ALB-FW-Wrls-Mgmt-

Astaro Albany ESX Cluster Astaro Firewall for Wireless segment 

ALB-Google-API Albany ESX Cluster Workstation used for nightly processing of Google Accounts 

ALB-GoPrint Albany ESX Cluster GoPrint Server - Pay for Print system 

ALB-KhamuHost Albany ESX Cluster Food Services POS system 

ALB-LF Albany ESX Cluster Laserfich Server 

ALB-LF-Forms Albany ESX Cluster Laserfich Forms Server in DMZ 

ALB-LFAdmin Albany ESX Cluster Workstation with the Laserfich Admin client insalled. 

ALB-Libweb Albany ESX Cluster Library Web Server 

ALB-MINMENU Albany ESX Cluster Minute Menu 

ALB-MRTG - XPPro Albany ESX Cluster MRTG Server (upgrading soon) 

ALB-MSDS Albany ESX Cluster MSDS Server used by Safety 

ALB-Navori Albany ESX Cluster Digital Signage for Media, Contact Whit Hamilton 

ALB-Netwatch Albany ESX Cluster Netwatch network device monitoring software 

ALB-NS1 Albany ESX Cluster Outside DNS Server 

ALB-Partest Albany ESX Cluster Partest Server for Nursing program 

ALB-PMR Albany ESX Cluster Patient Management Records. 

ALB-PWM Albany ESX Cluster Password Portal Manager backend server (Netwrix) 

ALB-PWMWeb Albany ESX Cluster Password Portal Web Server in DMZ 

ALB-RE Albany ESX Cluster Raisers Edge Server - Fund Raising 

ALB-SC Albany ESX Cluster System Center Configuration Manager. 

ALB-SC4020-EM Albany ESX Cluster Dell Storage Center Server for access to Dell Compellent SAN 

ALB-SEP2 Albany ESX Cluster Symantec Endpoint Protection 

ALB-SMTP1 Albany ESX Cluster A replacement server for the current ALB-DHCP01 

ALB-Solarwinds Albany ESX Cluster Solarwinds Network Monitoring Server 

ALB-SPICEBB Albany ESX Cluster Spiceworks Backbone Server 
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ALB-Spiceworks Albany ESX Cluster Spiceworks Segments Server 

ALB-SWSVCS Albany ESX Cluster  DHCP services for the Student Wireless segment. 

ALB-VCVA1 Albany ESX Cluster VMware vCenter Server Appliance 

ALB-Veeam1-New Albany ESX Cluster Veeam Backup/Replication Server 

ALB-VProxy1 Albany ESX Cluster Veeam Albany Proxy Server 

ALB-Webwork Albany ESX Cluster Used by the Math program 

ALB-Webwork2 Albany ESX Cluster New Webwork server for the Math program 

ALB-WS-Banner1 Albany ESX Cluster Used by High School Counselors 

ALB-WS-CLEP-Admin Albany ESX Cluster CLEP Admin workstation used by Testing 

ALB-WS-ISVideo Albany ESX Cluster Video Capture Server 

ALB-WS-PtrScan Albany ESX Cluster CTX Printer Scanning PC for maintenance reports 

ALB-WSUS Albany ESX Cluster Windows Services Update Server 

ALBDC2 Albany ESX Cluster Domain Controller 2 

ALBDC3 Albany ESX Cluster Domain Controller 3 

NB-ALB-ICS Albany ESX Cluster Bookstore ICS Server 

NB-ALB-POS Albany ESX Cluster Bookstore Albany POS Server 

NS1 Albany ESX Cluster Outside DNS server 

BAN-nGrid Albany ESX Banner Banner nGrid DEVL server 

BAN-nNaboo Albany ESX Banner Banner nNabbo DEVL server 

BAN-nVenus Albany ESX Banner Banner nVenus DEVL server 

ATTC-FILE1 ATTC ESX Server ATTC File Server 

ATTC-FW-Monowall2 ATTC ESX Server Wireless Firewall 

ATTC-ShopKey ATTC ESX Server ShopKey Server 

ATTC-VProxy1 ATTC ESX Server ATTC Veeam Proxy 

ATTCDC1 ATTC ESX Server ATTC Domain Controller 

BEN-FW-Comcast-

m0n0wall BEN ESX Server Wireless Firewall 

BEN-VProxy1 BEN ESX Server Benton Center Veeam Proxy 

BENDC BEN ESX Server Benton Center Domain Controller 

NB-BEN-POS BEN ESX Server Bookstore Benton Center POS 

LEB-FS1 LEB ESX Server Lebanon Center File Server 

LEB-FW-Monowall LEB ESX Server Wireless Firewall 

LEB-VProxy1 LEB ESX Server Lebanon Center Veeam Proxy 

LEB-WSUS LEB ESX Server Lebanon Center WSUS Server 

LEBDC2 LEB ESX Server Lebanon Center Domain Controller 
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NB-LEB-POS LEB ESX Server Bookstore Lebanon Center POS 

SHC-FS1 SHC ESX Server Sweet Home Center File Server 

SHC-FW-Monowall SHC ESX Server Wireless Firewall 

SHC-VProxy1 SHC ESX Server Sweet Home Center Veeam Proxy 

SHCDC2 SHC ESX Server Sweet Home Center Domain Controller 
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Appendix E: Information Services Network Diagrams 
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Appendix F: Computers in Instructional Spaces & Labs 
 

Location Division or Dept Count 

ATTC ATTC 41 

BC206 Community Ed 21 

BC207 Science 7 

BC209 Science 5 

BC222 LCC 18 

BC225 Bus Tech 24 

BC232 LCC Annex 4 

BC236 ABE/GED 1 

BC237   1 

BC238   10 

BC239   10 

Corv HS Corv HS 3 

CC212 Contracted Training 11 

F202 CS Computer Lab 51 

IA101 Welding 5 

IA213 Environ Tech 13 

IA215 Electronics 24 

IA232 Writing 25 

IA237 Engr Graphics 28 

IB110 Machine Tool 26 

IB120 Mechatronics 17 

IC102 Heavy Equip 12 

IC105 Heavy Equip 3 

IA   19 

LC116 OR Employm Dept 6 

LC153 Nursing 4 

LC202 LCC 7 

LC204 ABE/GED 6 

LC205 Art/Sci 7 

LC219 Bus Tech 34 

LC220B Computer Classrm 16 

SHC102 GED/Math 5 
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SHC103 Testing 1 

SHC104 Computer Classrm 23 

LM115   16 

LM116 ABE/GED 27 

LM130 ESOL/JOBS? 7 

MH106 Science 3 

MH107 Science 73 

MH114 Science 7 

MKH103   20 

MKH105   49 

MKH201 Bus Sys 26 

MKH207 Bus Sys 26 

MKH209 Bus Sys 26 

MKH211 Bus Sys 26 

NSH108 Writing Lab 25 

SSH116D Digit Img 21 

SSH120 Graph Desgn 44 

RCH109 Testing 18 

RCH211 Dental 6 

RCH213 Dental 5 

RCH114 ODS 12 

RCH118 ODS 1 

T115 Admiss 19 

T216 Nursing 11 

WH137 Library 35 

WH139 Library Lab 31 

WH222 LCC Comp Classrm 25 

WH224 LCC Comp Classrm 31 

WH225 LCC Skills Zone 7 

WH226 LCC Writing Center 8 

WH227 Math 5 

WH230 LCC Tutoring 1 

WOH120   1 

WOH121   4 

WOH122   25 
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WOH1xx Math   45 

WOH205   8 

WOH214   10 

WOH216   9 

WOH218   2 

WOH218   8 

AC   2 

ATTC   6 

BC   4 

BC   6 

CC   7 

F   5 

IA Welding 2 

IA   14 

IB   3 

IC   4 

LC   9 

MH   7 

MKH   3 

NSH   9 

RCH Dental 5 

SC   1 

SSH   4 

T   6 

WH   5 

WH Media Lab 4 

WOH1   1 

WOH2   7 

    1325 
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Appendix G: Banner Change Request (CSR) Log 
 

Add Date CSR Priority Division Title 

11-Dec-14 3428 MEDIUM HR Fix data in FTVORGN 

28-May-15 3447 HIGH REG SWRADFO Update 

9-Jun-15 3465 MEDIUM STU Enrollment Fix 

30-Oct-15 3514 MEDIUM FND Raiser's Edge Export 

13-Jan-16 3530 MEDIUM HR Add PT sick lv codes to PERS file 

13-May-16 3560 HIGH HR Quarterly Taxes Form 132 Reporting 

8-Feb-16 3537 MEDIUM CCS County Code Cleanup 

16-Jun-15 3466 MEDIUM REG Academic Standing and S1 Students 

22-Jun-15 3474 LOW STU Smarter Balance ID and score integration 

1-Sep-15 3494 MEDIUM HR Deactivate the "Activate Step Level" Button during August 

11-Jul-16 3564 MEDIUM CCS BWPREDIR 

12-Jul-16 3567 LOW BUS TWPWVRE Exemption Over Exceptions 

12-Jul-16 3568 MEDIUM STU SWPAPIN Nightly 

2-May-11 3256 HIGH BUS Show balance due on NetPay 

27-Sep-11 3275 MEDIUM HR Earn code report 

17-Oct-11 3276 MEDIUM HR Direct deposit for employee 

30-Mar-12 3293 LOW BUS Online Payment Plan 

28-Jun-12 3304 LOW HR Update Mass termination to include error report 

4-Oct-12 3317 HIGH HR Time Entry portion of Employee Self Service 

10-Oct-12 3321 MEDIUM AA Time Conflict Checking Project 

10-Oct-12 3322 MEDIUM AA 
Time Conflict Checking-Change FTE calculations for 

LAB/TBA 

8-Nov-12 3330 MEDIUM STU Possibly replacing SGAADVR with LB Specific Form 

8-Feb-13 3348 MEDIUM HR Reset IPEDS indicator 

17-Jul-13 3380 MEDIUM HR Taxable income 

25-Mar-14 3408 MEDIUM STU SSN Disclosure Cleanup 

11-Apr-14 3411 MEDIUM HR Part time faculty roll 

11-Apr-14 3412 MEDIUM HR Part time faculty pay rate 

9-May-14 3417 MEDIUM HR Part time faculty automated system 

23-Jul-14 3422 MEDIUM FA Modification to the RYASAPR Process (Add another attribute) 

2-Oct-14 3424 MEDIUM ME Moodle Conduit Cron Data Verification 

22-Oct-14 3425 HIGH HR Part time faculty automated system 

7-Jan-15 3434 HIGH HR Part time faculty authorizations 

12-Jan-15 3436 MEDIUM HR Part time Faculty automated system 

21-Apr-15 3441 HIGH REG Add swpcohta.sql to swpcoht swarpts process 

24-Apr-15 3442 MEDIUM HR PT Faculty audit 

28-May-15 3446 MEDIUM REG Fix SWPDEEP 

29-May-15 3449 HIGH HR Salary and benefits for employees 

8-Jun-15 3452 LOW BUS TWPELPR needs code changes 

8-Jun-15 3456 MEDIUM STU Correction needed for SWACOHI form 

8-Jun-15 3459 MEDIUM STU SWRBGRD 

8-Jun-15 3460 MEDIUM AA Data Cleanup - CIPC Codes 
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8-Jun-15 3462 MEDIUM CCS LBCC Job Consistency On SSN Validation 

18-Jun-15 3471 MEDIUM AA Checkin Cleanup 

22-Jun-15 3476 MEDIUM STU Duplicate Course checking 

22-Jun-15 3477 HIGH STU Waitlist to Baseline 

22-Jun-15 3479 MEDIUM AA Smart catalog/Banner data feed 

19-Aug-15 3487 MEDIUM HR Deduction register for benefits 

26-Aug-15 3489 HIGH HR Part-Time Faculty Encumbrances Payroll Feeds to Finance 

27-Aug-15 3493 HIGH REG Cohort needs to be overhauled and moved to baseline 

10-Sep-15 3498 MEDIUM BUS Adjust tuition waiver scripts calculation of waiver amt. 

21-Sep-15 3502 MEDIUM REG Getting GOASEVS set up and ready to use 

22-Sep-15 3503 HIGH HR ACA hours for employees 

26-Oct-15 3511 HIGH REG Part-of-Term correction of refund dates 

27-Oct-15 3513 HIGH IL SWRILRN 

3-Nov-15 3518 HIGH REG Have cohort populate Reason 

9-Nov-15 3521 MEDIUM IR OCCURS -> D4A field cleanup 

9-Nov-15 3523 MEDIUM IR Determine and correct SWRFTER1 discrepancy 

24-Nov-15 3526 LOW STU Can photos be brought into the banner student records 

19-Jan-16 3532 MEDIUM STU Online application Phone Number Error 

25-Jan-16 3534 LOW CCS 
SWPGEDR program is doubling time when CRN in multiple 

locs 

2-Feb-16 3536 MEDIUM HR PT Faculty members 

9-Feb-16 3538 HIGH AA SWPMEET part of rolling a term 

12-Feb-16 3541 HIGH HR Remove Benefits and Deductions Functionality 

26-Feb-16 3542 MEDIUM HR Employee deductions 

16-Mar-16 3546 MEDIUM REG Add term/crn option to placement test score report  SWRPLAC 

18-Mar-16 3547 MEDIUM HR Terminate employee 

28-Mar-16 3548 LOW CCS Implement OSU Duplicate Processing Job 

14-Apr-16 3553 HIGH ME Moodle 

25-Apr-16 3556 MEDIUM ME SWRMOOD name change update 

27-Apr-16 3558 HIGH IL Auto Student enrollment into Canvas 

3-May-16 3559 MEDIUM HR Credit load per faculty 

16-Jun-16 3562 HIGH STU SWPAPIN for pin removal 

29-Jun-16 3563 HIGH REG Install ISSM 

12-Jul-16 3565 MEDIUM REG Baseline Placement Test Scores 

12-Jul-16 3566 MEDIUM REG Obsolete SWAPTKA 
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Appendix H: Information Services Projects 
 

Information Services Projected Completion Status 

  Project Portfolio Start Target   

Banner Enterprise    

 Banner current on patches Completed March 2016 Completed 

 Clean Address Completed May 2016 Completed 

 New Banner Server Started Aug. 2016 Purchased 

 Banner baseline Started July 2017 Ongoing 

 DegreeWorks Started Oct 2018 Purchased 

 Identity Management/SSO July 2016 July 2017 Funded 

 International Students July 2016 Dec. 2016 Purchased 

 AcademicWorks Aug. 2016 Jan.  2017 Purchased 

 Mobile Applications Aug. 2016 Jan.  2017 Purchased 

 ODS/Cognos April 2017 July 2017 Purchased 

 Banner 9 (XE) May 2017 July 2018 Planning 

Web     

 Farcry Virtualization Completed June 2016 Completed 

 Zingtree Replacement Started Aug. 2016 Ongoing 

 Master Calendar Started Sept. 2016 Purchased 

 Web Form Consolidation Started Jan. 2018 Ongoing 

 ColdFusion Replacement Started Sept. 2017 Analyzing 

 Faculty web site upgrade Started Sept. 2017 Ongoing 

 Paperless Office Redo Started Dec. 2016 Ongoing 

 Web Directory Started Dec. 2016 Ongoing 

 Search Improvement Started June 2017 Ongoing 

 Guided Pathway sites Aug. 2016 Dec. 2016 Analyzing 

 Identity Management/SSO July 2016 July 2017 Funded 

 Mobile Applications Aug. 2016 Jan.  2017 Purchased 

 Web Site Video Oct. 2016 Oct. 2017 Analyzing 

Network    

 Backup System Completed June 2016 Completed 

 Farcry Virtualization Completed June 2016 Completed 

 SQL Virtualization Started July 2016 Ongoing 

 Disaster Recovery Started July 2017 Ongoing 

 VDI Pilot Started Dec. 2016 Ongoing 

 Identity Management/SSO July 2016 July 2017 Funded 

 VoIP Conversion Started Oct. 2016 Ongoing 

 SIP Convesion Oct. 2016 Oct 2017 Planning 
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 Cloud Web Services Feb. 2017 June 2017 Planning 

 Bond Construction  See Below    

Support    

 SSD Upgrades Completed Aug. 2016 Completed 

 Windows 10 Installation Started Sept. 2016 Ongoing 

 Endpoint Management Started Sept. 2016 Ongoing 

 VDI Pilot Started Dec. 2016 Ongoing 

 Bond Construction  See Below    

Media/eLearning    

 LMS Training Completed July 2016 Completed 

  OER Development Started July 2017 Ongoing 

 iLearn Sustainability Started July 2018 Funded 

 Innovative Classroom Started July 2017 Ongoing 

 Criminal Justice Online Started July 2017 Ongoing 

 

Distance Learning 

Completion Started July 2018 Ongoing 

 Identity Management/SSO July 2016 July 2017 Funded 

 Mobile Applications Aug. 2016 Jan.  2017 Purchased 

 Bond Construction  See Below    

Bond Construction    

 ATTC Innovation Center Started Sept. 2016 Ongoing 

 Heavy Equipment Center Started Sept. 2016 Ongoing 

 

Health Care Occupation 

Center Started Feb. 2017 Ongoing 

 Benton Center Expansion Sept. 2016 Sept. 2017 Planning 

 Albany Campus Redo Feb. 2017 Feb. 2018 Planning 
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Appendix I: Banner Baseline Project Charter 

  

Purpose and 

Expected 

Results 

LBCC was one of the first schools in the nation to adopt Banner in 

the early 1990s. Over the years the system has been highly modified 

to include functionality that the system did not provide. However, the 

time and cost to maintain these modifications are not sustainable. In 

fact, as Banner moves to the next version (XE) all modifications will 

need to be rebuilt from the ground up.  

The vision for this project is to identify and remove all LBCC 

modifications to Banner. This will greatly reduce the maintenance 

cost for the institution’s ERP. Installing and maintaining new 

software that interfaces with Banner, such as DegreeWorks, will be 

made more feasible. Staff will become more efficient as they adopt 

baseline functionality that Banner provides. 

  

Project Success 

Metric 

The vision of this project is to get Banner back to a standard baseline 

version as delivered by Ellucian. Any modifications that are not fully 

removed during the course of the project will be required to have a 

plan in place for removal within a year of project close. All changes 

will be managed to have minimal impact to functionality and student 

services. 

  

Alignment This project directly ties to LBCC’s Strategic Goal of Productivity. 

One of LBCC’s 2015-16 Strategic Objectives is to “More fully 

implement and make more effective and efficient use of the 

technology we currently own.” This objective specifically states 

“Eliminate unnecessary customization of Banner modules, reducing 

the staff time and reliance on obsolete technology necessary to 

maintain them.” 

  

Scope  Complete an audit of the entire system and identify everything 

that is not baseline. An inventory of everything found will be 

generated and maintained. 

 For every modification, there will be an analysis effort. This 

analysis will identify data and functionality owners, value and 

functionality of the modification, and develop a plan for 

removing the mod. 

 Removal of modifications. There will be coordination with 

functional areas to prioritize the removal of modification. 

Prioritization will include risk, impact, timing, and input from 

users, as well as planning ahead to remove roadblocks to future 

projects and enhancements. 
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 Technical and functional users will receive training on baseline 

functionality in Banner. 

  

High-Level 

Timeline 

The full project from initiation to close is expected to take 

approximately 16 months.  

This timeline is based heavily on experience and assumptions. At the 

beginning of the project a full audit of the system will need to be 

made to inventory all modifications. This audit is expected to take at 

most 2 months. The findings from this audit are an early milestone 

that will drive the planning and a realistic timeline for the rest of the 

project. 

All modifications will go through an iterative approach to analysis, 

planning, and removal that will vary depending on size, complexity, 

and dependencies. 

  

Assumptions 

and Constraints 
 A major constraint for this project is the availability of analysis 

resources. The functional experts that will be required to analyze 

Banner functionality are regularly busy with other tasks. This 

will create a bottleneck that can significantly impact the project.  

 It is assumed that Programmers and Analysts will dedicate 50% 

of their capacity to this project.  

 Functional users will have time to be involved in analysis and 

training.  

 Strong executive backing. 

  

Major Project 

Risks 
 The single greatest risk of this project is that there will be push-

back to removal of mods. Resilient and consistent support from 

leadership on campus will be required to mitigate this risk. Every 

modification that is justified or allowed to be kept puts the 

project in danger of not being successful. 

 Opportunity cost. While work is being done on this project other 

areas of support will need to be sacrificed or accept a slower 

response. Accept and mitigate through escalation and leadership.  

 Temporary increased operational costs to functional areas if 

significant automation is removed or changes need to be made. 

Accept and planning.  

 Some data may need to be archived, become unavailable, or 

moved to another system as it won’t have a home in Banner 

anymore. Mitigated through analysis and planning. 
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Stakeholders Executive Support 

  Greg Hamann President 

  Ann Buchele Vice President, Academic Affairs and 

Workforce Development 

  Bruce Clemetsen Vice President, Student Affairs 

  Dave Henderson Vice President, Finance and Operations; 

Project Sponsor 

  Michael Quiner Chief Information Officer 

 Data Owners 

  Danny Aynes Director, Enrollment Services; Registrar 

  Jess Jacobs Director, Accounting & Budget 

  Elaine Robinson Director, Financial Aid 

  Scott Rolen Director, Human Resources 

  Sally Widenmann Dean, Instruction 

 Analysts (aka Super Users) 

  Bernie Jones Accounting Specialist 

  Sandra LeHoullier HRIS Analyst 

  Frank Lister  

  TBD Academic Affairs Analyst 

 Application and Systems Programming Team 

  Gabriel Williams Manager; Project Manager 

  Marc Haerling DBA 

  Kim Dammon Programmer 

  Carl Rhodes Programmer 

  Tyler Lafferty Programmer 

  Teresa Patterson IS Support 

  Lorrie Peterson IS Support 

  Lena Spencer Admin Assistant 

 Functional Users 

  Administrative Users and Subject Matter Experts (SME) 

  Faculty  

  Students  
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Appendix J: Distance Learning Strategic Initiative 
 

Distance learning needs a strategic focus at Linn-Benton Community College to improve 

completion and enrollment. 

 

A successful traditional distance learning program would consist of the following: 

1. Completion rates equal to or better than the equivalent F2F course. Currently, the 

completion rates for the worst 20 DL courses are 9-30% lower than the equivalent F2F 

courses and DL courses in general have a lower rate. 687 more students at LB would 

have completed 2404.5 credits for a savings of $240,450 in the last 3 years if F2F and DL 

rates were the same. 

2. Distance learning FTE would be 20% of the credit FTE at Linn-Benton. Currently it is 

6% and has been flat for the last 4 years. The average at the other 16 community colleges 

is 20%. 

 

The first phase of a strategic initiative would focus on completion, the second phase on 

enrollment growth. 

 

Phase 1 

A completion committee of faculty, staff (from admissions, curriculum, Banner, testing, IR), and 

deans would develop a set of holistic strategies and policies to improve completion. 

1. The strategies would focus on good fit, strong instructor presence and strong institutional 

support. 

a. Good fit is helping the student decide whether taking a DL course is a 

good fit for them by the refund drop date. Discussions of good fit strategies might 

consist of a pre-course letter outlining expectations, mandatory login by Monday, 

substantial assignment due by Wednesday, time/date assignment, tracking of 

student first week interactions, administratively dropping students based on good 

fit criteria, required syllabus quiz. 

b. Discussions of strong instructor presence might consist of frequent first 

week communication,  identification/tracking and targeted communication for at 

risk students using LMS and SIS data, using course design principles that support 

completion such as mandatory course engagement with frequent self-checks, 

reinforcing emails from instructors, use of LMS data to identify course 

improvements, strong instructor presence and engagement guidelines. 

c. Discussions of strong institutional support might consist of implementing 

a mandatory online distance learning orientation for students, tracking at risk 

students institutionally, required interventions prior to registration for students 

who exhibit at risk characteristics such as failing a previous online course or 

having a GPA of less than 2.00, reviewing institutional policies such as criteria 

for administrative drops (for example logs in only once in the first week), 

waitlisting and late registration for impact on completion, implementing a 

structured course development process, implementing guidelines and training for 

online teaching and evaluation, student services audit to ensure that DL students 
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are receiving the same access to services that F2F students receive, barriers to 

implementing a pre-course letter i.e. students not checking email, moodle courses 

having to wait for late grading before they can be made available, contract start 

days, proctoring 

 

In 2014/2015 a distance learning faculty committee recommended and Academic Affairs 

approved the following recommendations 

1. The college should set a goal of parity of success rates with F2F courses. 

2. Departments/disciplines should have a review process for improving success rates while 

maintaining the course outcomes. 

3. The college should review student services for online students and work towards parity. 

4. The college should adopt a set of recommendations for a structured development and 

teaching process for online courses. Departments/disciplines innovating outside this 

process would be provided with encouragement but asked to also consult with the 

departments that might be impacted. 

5. The strategies should reflect our goals of productivity (completion), Equity, Quality. 

6. The college should take a holistic approach to improving success.  

 

2015/2016 distance learning fund expenditures (around $51,000 spent this year) 

1. Paying faculty to participate in completion projects, wr 121, 122, CJ 105, MTH 60, 65, 

95, HDFS 

2. Paying to develop online teacher development courses 

3. Paying to supplement DL conference. Use professional development funds first 

4. Paying to develop and market CJ AAS fully online degree 

5. Paying for a few OER projects 

6. Zoom license 

 

2016/2017 distance learning fund expenditures ($5 per credit, $55,000 revenue per year) 

1. Paying faculty to participate in completion projects, redesign 15 courses 

2. Paying to develop online teacher development courses, 3 courses 

3. Paying to supplement DL conference. Use professional development funds first. ITC 

4. Paying to develop and market CJ AAS fully online degree - eventually this will be a 

cohort model to encourage completion 

5. Paying for a few OER projects 

6. Zoom license - conferencing tool 

 

Long-term proposed expenditures 

Distance learning investments to support strategic plan 

1. Redesigning courses with completion strategies, testing strategies - faculty overload or 

release time 

2. Instructional design support for redesigning courses(faculty fellows)  

3. Developing training courses for basic, intermediate, advanced, online teaching - paying 

course developer to develop and faculty to take courses 

4. Sending faculty to conferences focused on completion 
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5. Learning analytics 

 Staffing to support learning analytics - IR, LMS, Banner, coordinator 

 Research & Retention Analyst  

 Learning analytic software 

6. Institutional support needs 

1.  student service’s audit 

2. Student advising for online courses 

3. Success coaches 

4. Banner programming (working on developing in-house talent) 

5. Interventions such as tutoring, library, high touch contact with at risk 

students, mentors, etc. 

6. Proctoring service 

Phase 2 of the strategic initiative process would be about increasing distance learning 

enrollments. 

1. Fully online Degree/certificates 

2. Strategic enrollment focus and growth ie guided pathways, summer courses for OSU 

students etc. 

3. Business continuity 

 

Supporting future online growth 

1. Paying to develop and market strategic growth of online degrees and courses 

2. Paying to train faculty to develop and teach new online courses.
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Appendix K: Information Technology Update Plan 
 

The objective of the College Information Technology Update plan is to maintain all 

information technology equipment at a level that supports the strategic goals of the collage, 

in its operations, services, and instructional missions. The plan is designed to protect Linn-

Benton Community College’s investments in equipment, and minimizes future costs for 

maintenance and replacement, so that the sustainability of our IT infrastructure is 

preserved.  

Equipment Inventory: 

All technology equipment is physically inventoried on an annual basis, the inventory is 

maintained in a database which provides historic and current notes and statuses of college 

resources. The IS department is responsible for keeping the inventory records, and tracking 

the location, access, use, and operability of all computing, networking and media 

equipment used by college faculty, staff, and students. In addition, as new equipment is 

purchased and delivered to the college it is also inventoried as part of the staging and 

implementation processes. The campus inventory is updated as equipment reaches an end-

of-life and is removed from use. 

IS Equipment Analysis: 

Our standard is that we evaluate any personally used, or publically accessible, workstation 

(desktop, laptop, or endpoint client) maintained on the college inventories regularly (after 4 

years in service at the latest) 

 The evaluation will be as to whether the device meets the requirements of its 

current use-case. 

 If it is determined that the device is no longer capable of meeting the use-case 

requirements it will be either replaced or upgraded to meet the requirements of its 

deployment.  

 Replaced equipment may find suitable deployment for other campus use-cases, or it 

may be removed from service and from the college inventory. 

The college does not specify a set requirement standard for all college endpoints, as the 

technology landscape evolves so quickly and various use-cases come with such a wide 

field of specifications that a published standard is likely to fuel an “Exceptions based” 

model that will quickly be meaningless. Likewise, the time when an organization could 

make a clear age-based or time-period constrained usage and replacement policy is passed. 

The new standard is that all college IT assets must be reviewed and evaluated on their 4 

year anniversary at a minimum. 
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Through the use of “roll-down” methods, computers are often relocated rather than 

replaced. For example, the Computer Science program requires more frequent upgrades to 

stay instructionally current, and as a result, it receives new computers more frequently than 

other departments. When their computers are replaced, their two-year old computers are 

reallocated to the Business Administration labs, which do not require the most current 

technology. This strategy provides updated computers to multiple program areas without 

purchasing a full complement of new computers each year. The maximum planned 

replacement cycle for instructional lab computers is four years. Funds to support this effort 

are provided from the college’s technology reserve fund. Standards for academic 

technology replacement are reviewed and revised by the affected program faculty, deans 

and staff from information services. 

The final goals of the Technology Replacement Plan are to: 1. Assure that appropriate 

computing resources are available in computing facilities, classrooms, and college offices 

to support the mission of the college. 2. Assure that each faculty and staff member who 

uses computing resources in their position has a computer of sufficient capability to fulfill 

their job responsibilities.  
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Section I 

Organization of Campus Security 

LinnBenton Community College is committed to information security to ensure the 
confidentiality, integrity and availability of its information systems and data. The 
coordinator of information security shall be the Information Services Director. The 
responsibility for daytoday management of campus security shall be distributed among 
administrators, faculty and staff members as defined herein. 

The President’s staff shall ensure their departments and divisions are in compliance 
with the Information Security Plan. The President’s staff may delegate authority, 
responsibility and accountability to their appointed representatives. A yearly 
confirmation of compliance shall be required by each area.

Deans, Directors and Managers shall ensure that the guidelines set in the Information 
Security Plan are met. Specific guidelines may be established for his or her own data 
based on the assigned classification standards and specifics to their area. The 
responsibility for daytoday operations may be delegated to their staff members. The 
Deans, Directors and Managers are responsible for maintaining all required 
documentation requirements of this plan. A yearly confirmation of compliance shall be 
required each year.  

The administrators of the data systems shall consist of network administrators and staff, 
application development administrators and staff, information services and any 
individual that owns paper or electronic data that is stored locally.  

The data systems administrator (DSA) in each area has a responsibility to ensure they 
grant access to data to only those who require access to perform their job 
responsibilities. The business units that own the data must be familiar with the data 
content, and the methods for accessing that data for which they are responsible. The 
owners of the data in conjunction with the DSA shall develop a process for requesting 
access to their data.
 
A user is anyone with authorized access to data. Faculty, staff, student aids, managers, 
deans, and directors are all users of data. It is the responsibility of the user to: 
$ Store data under secure conditions; 
$ Make every reasonable effort to ensure the appropriate level of data privacy is 

maintained; 
$ Use the data only for the purpose for which access was granted; 
$ Not share ID’s or passwords with others; 



Page 4

$ Securely dispose of confidential data;
$ Abide by this Information Security Plan and Identity Theft AR 509001 



Page 5

Section II 
Campus Wide Security Guidelines 

The following guidelines shall serve as a framework for the campus security program. 
Specific controls that may be required by department or division may be incorporated 
into the plan and documentation for those controls shall be made available upon 
request for audit purposes. All processes and procedures must adhere to the guidelines 
as outlined below.  

Section 2.01 

Access Controls 

1. Access to information systems shall be based on the lowest level of least privilege 
required to perform one’s job. This means that access shall be granted to individuals 
based on what is required to perform ones job with special privileges being reserved 
for those with a need to know.  

2. Administrative access to information systems shall be strictly controlled to prevent 
unauthorized access. Individuals with administrative access shall use the privilege 
for administrative tasks only. Passwords for network accounts must be changed 
every 3 months.  

3. In the event that an employee changes job functions, access controls will be 
reviewed and changed as applicable to the new job function within 3 business days 
of notification.   When an employee leaves employment with LBCC, their accounts 
will be locked out as of their last day of work.

4. An audit trail shall be maintained to record all access granted, modified or removed. 
Periodic checks will be performed to assure the procedures are being followed and 
maintained. 

Section 2.02 

Securing Offices, Rooms and Facilities 

1. Offices that have locks shall be locked at the end of each work day. In the event that 
the office cannot be locked, all confidential information shall be locked in file 
cabinets or drawers.  
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2. All confidential information shall be cleared from the desk or other visible area within 
the office while not in use.

3. Doors and file cabinets shall be locked in the evening.

4. Workstation computers shall be turned off at the end of each work day or utilize a 
passwordprotected screen saver.  At a minimum, workstation computers should be 
rebooted once each week.

5. Keyboards shall be locked or a passwordprotected screen saver shall be used to 
protect the workstation from unauthorized access while away from the desk. The idle 
time for a passwordprotected screen saver shall be set to 15 minutes or less. (To 
lock your keyboard, press CTRL – ALTDEL and then click on Lock Workstation)

6. Open areas where confidential information is accessible shall be supervised at all 
times during normal work hours.  

7. All information systems hardware and media that contains protected information will 
be located in areas that are protected from physical intrusion, theft, fire, flood, 
excessive temperature/humidity or other hazards. 

Section 2.03 

Storage and Distribution of Data

1. All information classified as confidential shall be placed in locked file cabinets when 
not in use.  A notice of confidentiality of information contained in these documents 
must be used. This may be part of the printed form such as “confidential when this 
form is filled out.”.  

2. All printed confidential data that has expired its retention period shall be shredded or 
placed in a locked secure disposal bin. Shredders and bins will be available 
throughout the college for this purpose. 

3. Electronic files contained on hard drives or removable media shall be destroyed prior 
to redistribution by the Information Services Department. 

4. A written procedure shall be in place for the release of confidential 
information. A separate procedure shall be followed in the case of discovery 
or litigation surrounding the release of electronic or paper information. (See 
Section 4.047)  
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5. PDF files shall be created for all policy and guidelines posted on the LBCC 
web site or distributed via electronic format.  

6. Output from systems containing information that is classified as being 
sensitive or critical shall carry an appropriate classification label in the 
output.  

7. Retention periods shall be based on the Oregon Secretary of State 
Archive Rules. A written process shall be in place for the verification and 
notification of expired retention periods.   

8. All hardware being disposed of shall go through the process as defined in 
the Business Office for disposal of assets. An audit trail shall be 
maintained to record the disposal of all assets. 

Section 2.04 

Hardware Disposal

1. IT equipment and media shall only be disposed of by authorized 
Information Services personnel. All hardware being disposed of shall go 
through the process as defined in the Business Office for disposal of 
assets. IT equipment or media being disposed of or reassigned shall be 
evaluated and all protected information purged prior to reassignment or 
disposal. 

Section 2.05 

Printers  

1. Protected information shall not be sent to a network printer in an 
unsecured area without appropriate physical safeguards or an authorized 
person present to safeguard the information during and after printing. For 
example: If a printer is in an open area, such as in the Business Office, 
place it in an area that is accessible by authorized users only, such as 
behind a staff member’s workspace.  
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Section 2.06 

Passwords 

1. Users must change network access passwords every 90 days. The 
password strength is a minimum of 8 characters.  Password guidelines are 
subject to review and may change.

2. The account lockout for active directory accounts is set to 10 attempts and 
24 passwords are remembered and cannot be reused.

3. The Banner application is password protected and can only be accessed 
from a workstation inside the LBCC network.

4. Each contracted employee will be assigned a unique user ID. If a generic 
ID is an operational necessity, passwords will be changed by the Banner 
Information Support Specialist on a quarterly basis. For audit purposes, a 
record of the authorized persons and their access rights or privileges shall 
be maintained for a period of 3 years.  

5. Access to college policy is available via the college web site and a 
reminder shall be distributed on a yearly basis to all faculty and staff.   

6. At no time shall employees share passwords on their user accounts.  

7. Authorized users shall be reviewed annually by the system owner and 
updated accordingly.

Section 2.07 

Wireless Access 

1. Wireless access points exist within the college for student access. To 
obtain a wireless account, a person must be a registered student or 
currently employed by the college.  Guest accounts may be obtained by 
college employees for guests. This is a public wireless network and should 
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not be used for official college business that includes sensitive or 
confidential data.

2. Faculty and staff members shall not set up wireless access points in 
offices. Access to the LBCC secured wireless is available by contacting 
Information Services.

Section 2.08 

Removable Media 

1. Removable media, such as CDs, diskettes, USB drives, that contain 
protected information must be stored in a secure location when not in use. 
Only authorized users have the right to remove any confidential 
information from the College premises.  

2. Campusprovided mobile devices shall not be used for activities unrelated 
to LinnBenton organizational goals. This includes but is not limited to lap 
top computers, tablets, smart phones and projection units. College officials 
will document who is in possession of each device and that the individual 
understands his responsibility for the confidentiality, integrity and 
availability of the information on the device. The individual assigned to the 
computer must also make sure that data backups are maintained, anti
virus software is uptodate and that operating system patches are applied 
in a timely manner. The individual is also responsible for the security of 
said systems at any time.

3. Confidential College data shall not be downloaded to personal devices 
such as laptop computers, cell phones, smart phones and tablets. 

Section 2.09 

Communications and Operations Management
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1. Network administrators responsible for the campus network and 
information systems shall work in conjunction with the individual system 
owners in accordance with the Information Services department standard 
guidelines to ensure confidentiality, availability and integrity of the 
information systems. 

Section 2.10 

Compliance 

1. LinnBenton will comply with all compliance issues including but not 
limited to Health Insurance Portability and Accountability Act (HIPAA), 
Gramm Leach Bliley Act (GLBA), Family Educational Rights and Privacy 
Act (FERPA), Communications Assistance Law Enforcement Act 
(CALEA), and the Payment Card Industry (PCI) as applicable to the 
institution.  

2. LinnBenton will inform its employees of such regulations as it applies to 
their job description.  LBCC will require faculty and staff to acknowledge 
compliance with the regulations as it applies to their job function.  

3. LinnBenton Student Services will inform students of their rights under 
FERPA.  

4. LBCC shall require all third parties and temporary employees to execute a 
confidentiality agreement when engaged in the use or disclosure of 
confidential information. 

5. All faculty, staff and students shall treat their passwords as confidential 
information. 

Section 2.11 

Policy and Guidelines for Accessing System Resources 
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1. LinnBenton faculty, staff and other authorized persons will comply with 
the LBCC Board Policy 5075 and Administrative Rule 507501 (Guidelines 
for Using Computers and Related Resources). Copies of board policies 
and administrative rules are available on the paperless office link of the 
LBCC website.
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Section 2.12 

Social Security Number Usage 

1. LinnBenton has discontinued the collection of Social Security Numbers 
except where necessary for employment records, financial aid records, 
and other college and governmental transactions as required by law or to 
satisfy a college requirement.  

2. LinnBenton is utilizing a unique identifier (X number) for all faculty, staff 
and students to be used to identify, track and service the individual in 
paper and electronic format.  

3. LinnBenton shall follow the appropriate controls for disclosure of Social 
Security Numbers.  SSNs should never be included in email 
communications.

4. LinnBenton shall ensure that no new systems purchased or developed 
use the Social Security Number as the key. 

Section 2.13 

Retiree and Parttime Email 

1. All retirees will have the right to request Information Services to continue 
their college email id. Retirees will be contacted annually by email to verify 
that they still wish to continue using their id.  A nonresponse will be 
considered as a no and the id will be discontinued.

2. Part time faculty and staff email ids continue for the academic year in 
which they were hired.  Administrative assistants are contacted annually to 
verify continuation of employment.

3. The college email account is not to be used for personal benefit or to the 
detriment of the college.
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Section III 

Human Resource Security

1. Background verification checks for employment, contractors and thirdparty 
users should be carried out in accordance with relevant laws, regulations 
and ethics and proportional to the college requirements, classification of 
information to be accessed and the perceived risks which may include 
character references, confirmation of academic and professional 
qualifications and identity check. Procedures should define the criteria and 
limitations of verifications, who is eligible to screen people and how.

2. The Human Resource Department will notify Information Services for 
contracted employees when they are hired or separate from the college.

3. All employees must fill out and sign a logon request form available on the 
paperless office.  This must also be signed by the supervisor for the 
creation of network, email and Banner user accounts and is kept on file as 
an audit trail.   

4. Upon termination of an employee, the Information Services Department 
shall be notified by Human Resources and network, email and Banner 
accounts disabled as of the last day of work. 

5. All employees or contractors shall return all assets to LBCC upon 
termination. This includes but is not limited to software, institutional data, , 
portable computer equipment, credit cards, access cards, keys,  
information stored on electronic media, cell phones and other such assets.  

6. Information security training and awareness will be implemented for all 
faculty and staff, including temporary employees. Such programs will be 
reviewed and updated on a yearly basis. If an employee’s job function 
changes, the employee will be trained on security measures for that 
position. All new employees will be informed of such programs and will be 
provided with appropriate guidelines upon hire.  Training programs shall 
be developed for new employees by the Information Services department. 
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7. Departmental training specific to the employees job function shall be the 
responsibility of the designated manager or supervisor. 

Section IV 

Information Technology  

Section 4.01 

Communications and Operations Management

1. All information system networks will be designed and configured to deliver 
high availability, confidentiality and integrity to meet college needs. 

2. Network administrators responsible for the campus network and 
information systems shall work in conjunction with the individual system 
owners in accordance with the Information Services standard guidelines to 
ensure confidentiality, availability and integrity of the information systems.  

3. All network hardware, software, applications and communication systems 
shall be configured to protect against both physical attacks and 
unauthorized network intrusions. All servers and workstations shall run 
information security software, such as antivirus, as recommended by the 
Information Services Department.  In the event that a system will not 
operate properly with antivirus or other security software, appropriate 
safeguards shall be instituted.  

4. Documentation of operating procedures shall be maintained and available 
for all users who need them. This shall include backup, scheduling 
requirements, instructions for handling errors or exceptional conditions, 
support contacts, special output and media handling instructions, system 
restart and recovery procedures, audit trail and system log information.

5. Change management shall include the identification and recording of 
significant changes, planning and testing of changes, assessment of 
impact, including security implications of such changes, communication of 
change details to relevant parties and fallback procedures.  

6. Routine backup procedures shall be performed and documented. 
Accurate and complete records of backup copies and restoration 
procedures shall be produced. Backups shall be stored in 4 locations and 
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rotated on a weekly basis with at least on location in a secured remote 
location. Backup media should be tested annually. 

7. Disposal of information system software shall not occur unless the 
disposal is authorized by the appropriate staff, the information system 
software is no longer needed, and its related data can be archived and will 
not require restoration in the future. 

Section 4.02 

Information Systems Acquisition, Development and Maintenance

1. LBCC shall develop and implement written technical standards to ensure 
the confidentiality, integrity and availability of the data stored on its 
information system. All equipment and software purchased or developed 
shall adhere to these standards. The standards will be reviewed annually 
or more frequently if deemed necessary. 

2. All proposed information systems to be purchased shall be submitted to 
the person designated by the Information Services department for review 
for adherence to security standards, and approval prior to purchase.  

3. All equipment, systems, software, upgrades and patches shall be fully and 
comprehensively tested and authorized by IS management prior to being 
put into a “live” environment. In the event that a test environment is 
unavailable, upgrades and patches shall be applied upon verification of 
vendor testing and confirmation of support for such upgrades and patches.  
A procedure to “roll back” from upgrades and patches shall also be in 
place.

4. Standards should be reviewed no less frequently than every 2 years and 
revised if necessary to ensure adherence to industry best practices.  
Systems that do not meet newly revised standards may be grandfathered 
until a replacement or update can be planned and implemented. 
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Section 4.03 

Purchasing and Maintaining Commercial Software 

1. In order to comply with applicable laws and to ensure ongoing vendor 
support, LBCC shall make every effort to ensure that all terms and 
conditions of End User License Agreements (EULA) are strictly followed.

2. Every effort will be made to resolve software problems efficiently and 
within an acceptable time period. Updates to the application software will 
be installed in a timely manner to ensure the integrity of the data.

3. Disposal of information system software shall not occur unless the 
disposal is authorized by the appropriate staff, the information system 
software is no longer needed, and its related data can be archived and will 
not require restoration in the future. 

Section 4.04 

Developing and Maintaining Custom Software

1. LinnBenton has implemented a procedure in which only authorized staff 
may access operational program libraries and program source libraries.  
All changes to systems, source code and operational program libraries 
shall be authorized and tested before moving to the live environment.  
Amendments to operational program libraries should only be made using 
technical access controls. 

2. A procedure have been implemented in which all software developed for 
systems identified as critical to campus operations must always follow a 
formal managed development process appropriate for the size and scope 
of the system.  

3. All systems should implement a procedure in which all new and enhanced 
systems are fully supported by comprehensive and recent documentation.  
New or upgraded systems should not go live unless supporting 
documentation is available.

4. LBCC shall implement a procedure in which proper segregation of duties 
be ensured for all areas dealing with system development, system 
operation, or system administration.  
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5. Adequate controls for the security of protected or restricted data shall be 
used in the testing of new systems or system changes.   

6. Users and technical staff will be trained in the functionality and operations 
of all new systems.

 

Section 4.04 

Information Security Incident Management 

1. All information systems that contain protected information shall be 
configured to log all information necessary to detect and record attempts 
of unauthorized access and system errors, to the extent that the logging 
capabilities exist. The log files must be examined in a timely manner by 
qualified IS staff and security incidents shall be reported to the Information 
Services Director for appropriate action. 

2. All ports not required by the system or application to function correctly 
shall be closed. 

3. The college must contract for PCI scanning and correct any insecurity 
problems discovered that cause the scan to fail in a timely manner.

4. A written process shall be defined for the configuration, adds and changes 
made to the firewalls, routers, switches, servers and other network 
infrastructure and security systems.  

5. The network infrastructure and servers that contain protected information 
shall be actively monitored for anomalies. Intrusion detection and intrusion 
prevention tools shall be implemented to ensure the confidentiality and 
integrity of the data.   

6. Access controls for information systems shall be in accordance to the 
value and classification of the information being protected.  

7. A procedure has been developed for authorizing remote access of LBCC 
information systems by faculty, staff, students and vendors using Virtual 
Private Network (VPN) access. Standards shall be established to ensure 
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accurate authentication of remote users and the integrity and 
confidentiality being transmitted.  

8. A written procedure shall be distributed to all faculty and staff related to 
the disclosure of information for general requests for information and in 
the case of litigation or discovery. Compliance to state and local laws will 
be followed and the appropriate documentation maintained by the 
Information Security Department and affected college department.  

9. A procedure to provide access to electronic information on an emergency 
basis shall be developed. (e.g., an employee is incapacitated and another 
employee must access the system to continue job functionality). For audit 
purposes, each instance of such access shall be documented and 
maintained in the employee’s HR file for 3 years if the information 
accessed is protected information. 

Section 4.05 

Securing Offices, Rooms and Facilities – IT 

1. Physical access to the server rooms and network infrastructure closets 
shall be protected using reasonable protective safeguards.

2. Plans shall be in place to respond to and protect against environmental 
and external threats such as fire, water leaks, electrical outages, loss of 
cooling and weatherrelated issues. Documentation shall be available to 
all designated responders as to the plan.

3. All computer or open lab areas shall be locked when not in use.  

4. All network cabling shall be secured to prevent unauthorized interception 
or damage.  

5. All information systems identified as critical to LBCC operations shall be 
protected by an uninterrupted power supply to provide continuity of 
services and provide an orderly shutdown of information systems to 
preserve data integrity. IP telephony servers must have 4 hours of 
uninterrupted power supply time available.
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6. The LinnBenton Public Safety Office shall monitor campus activities on a 
24 x 7 basis. Security cameras are in place to record activity around the 
college. 

Section V All Divisions 

The intent of the Information Security Plan is to provide confidentiality, integrity and 
availability of information that LinnBenton Community College collects, stores, 
distributes or utilizes in order to provide a safe learning environment for students. This 
document is to be used in conjunction with the individual board policies of the college 
and all rules and regulations that stem from governing bodies of the college.  
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Introduction 
 

The objective of this report is to provide a strategic, management-focused perspective on the status and 

direction for Information Technology (IT) at Linn Benton Community College.  Virtual Information 

Executives (VIE) prepared this report based on interviews with LBCC personnel (list included in Appendix 

A), review of existing documents, and our understanding of best practices working with colleges of 

similar size and focus. Think of this document as a model for creating a successful and sustained IT 

capability. 

Linn-Benton Community College is located in Albany, Oregon and has a mission “to engage in an 

education that enables all of us to participate in, contribute to, and benefit from the cultural richness 

and economic vitality of our communities.” The college has an informal IT plan in the form of planned 

projects and it is developing an IT strategic plan to meet the College’s objectives and adopt industry best 

practices. The college wants VIE to provide insight into how the organization compares to its peers, 

including specific recommendations for improvement, and a comprehensive view of the key strategies 

being pursued in the higher education industry.  
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Executive Summary  
 

Like most community colleges, LBCC is facing a number of challenges, with information technology as a 

core ingredient for sustained success. The college is working to employ an improved “Student Success 

Pathway” and to improve the management of capital construction projects. Both of these strategic 

initiatives can be leveraged by the best use of information technology, automated processes, and data. 

Another key strategy is to get the most value from current technology investments while improving 

services to faculty and students. Specifically, this includes improving management and use of the Banner 

information system and deploying and integrating additional information systems.  

The Information Systems (IS) department at LBCC has a core of skilled and capable staff. However, like 

most organizations, there are a number of practices and procedures that evolved organically over the 

years and should be periodically reviewed and improved to meet new demands and an ever shifting 

technology landscape. There are increasing demands on the IS department to maintain a stable, reliable, 

and responsive environment, while deploying new technology and managing new projects. This can only 

be done with clear leadership and planning. 

The college has grown steadily but much of the technology work is done informally using older 

procedures. The time has come to upgrade the IS department to meet today’s and tomorrow’s demands 

for technology and services. 

We recommend pursuing a number of strategies to improve the support for technology, maximize the 

investment in technology, and take advantage of technology innovations to improve academic and 

administrative processes and outcomes. We recommend the following three-year roadmap: 

Strategic benefits are identified in the following groups of initiatives:  

 

SI  Strategic IS Improvements 

ISP   IS Process Improvements   

RSK   Improve Information Security and Risk Management   

RC  Reduce Costs  

ISS  Improve Student Services 

IBP  Improve Business Processes 

 

Timeframe Activity Strategic 
Benefit 

Resources 

 

 

Deploy IT governance model SI Michael 

Complete IT strategic plan SI Michael, Gabe, Russ, Steve, 
Jonathan 
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2016/17 

Begin IT disaster recovery plan RSK Michael, Russ, Vern, Gabe, Steve, 
Jonathan 

Begin Distance Learning and 
Instructional Technology strategic plan 

SI Michael, Steve 

Continue iLearn project ISS Steve 

Inventory Banner baseline mods, 
develop decision methodology 

ISP Gabe, Banner team 

Begin migration to Banner baseline ISP Gabe, Banner team 

Begin creation of IT metrics ISP Michael, Russ, Gabe, Steve, 
Jonathan 

Complete feasibility study and planning 
for new LMS (if recommended) 

ISS Steve 

Begin migration to new LMS (if 
selected) 

ISS Steve, Media team 

Begin identity management project ISS Russ, Vern, Gabe, Jonathan 

Begin implementation of Degree Works ISS Gabe, Banner team 

 

 

 

 

 

 

2017/18 

Complete creation of IT metrics ISP Michael, Russ, Gabe, Steve, 
Jonathan 

Begin migration to Banner XE ISP, IBP Gabe, Banner team 

Begin IT Security Policies RSK Michael, Gabe, Russ, Vern 

Complete IT Disaster Recovery Plan RSK Michael, Russ, Vern, Gabe, Steve, 
Jonathan 

Complete the iLearn project ISS Steve 

Complete Banner baseline project ISP Gabe, Banner team 

Complete migration to new LMS (if 
selected) 

ISS Steve, Media team 

Continue identity mgt project ISS Russ, Vern, Gabe, Jonathan 

Continue Degree Works project ISS Gabe, Banner team 

Begin implementation of data 
warehouse 

IBP Gabe, Banner team, Russ 

 

 

 

Complete IT security policies RSK Michael, Gabe, Russ, Vern 

Begin conversion to VDI RC Russ, Desktop support team 

Complete Degree Works project ISS Gabe, Banner team 
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2018/19 Complete identity management ISS Russ, Vern, Gabe, Jonathan 

Deploy mobile apps ISS Gabe, Russ, Steve, Media team 

Complete data warehouse  IBP Gabe, Banner team 

Implement Web Time Entry IBP Gabe, Banner team 

Develop an SLA ISP Michael, Gabe, Russ, Steve 
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IT Programs, Projects and Plans  
 

Careful planning is critical to succeed with strategic projects and to manage scarce financial and 

personnel resources. A standard project planning methodology should be employed for all major 

projects. It should identify sponsors and should involve stakeholders. There should be a single project 

leader, not a committee. The project leader does not have to be in the IS department, but should be 

someone with solid project management skills and experience. The plan should identify benefits, risks, 

relationships to other projects, major tasks and phases, total initial and ongoing costs, and internal and 

external personnel resources. 

The prioritization and funding of major projects should be done with input from the IT Governance 

Committee. Once projects are planned, funded, and scheduled, it is important for the IS department 

and/or the project leader and sponsors to communicate the status of the project activities regularly. 

Over time, you will gain institutional trust in project planning and management methodologies by having 

a transparent process. 

There are a couple of fairly skilled project managers in the IS department, however this skill should be 

expanded. For a school the size of LBCC, it is not feasible to have a formal Project Management Office 

that would have responsibility for the success and integrity of planning and management. We suggest 

that four or five people in the IS department, and perhaps one or two key departmental staff, work 

together to develop standard templates and tools for planning and management and engage in 

training to develop their skills. 

The CIO has done a good job of identifying a list of important projects for the next few years. This is a 

good starting point for strategic planning and governance. We would like to comment on several 

important projects. 

 Mobile Applications 

This is an important project that will provide clear benefits to students. It is not a large or 

complex project, but it will require careful planning, management, and communication. The 

technology is fairly mature and the risks are not high. Many schools are tackling this type of 

project. 

 Identity Management 

This project is technically complex but very important to provide a foundation for the future. A 

strong identity management platform will allow the use of fewer user IDs, a key user benefit. It 

will also ease security administration on the backend and improve security.  Due to the 

complexity this project will require robust planning and strong leadership. It should be broken 

up into phases, and the college should consider outsourcing project management. 
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 iLearn Project 

iLearn has been in production for about a year, however it only serves a small, but growing, 

number of students. One of the major barriers to success will be the difficulty in interfacing the 

new system with Banner for registering students, awarding financial aid, and transcripting 

courses and grades. A new student information system would be expensive, not only to license, 

but to manage in parallel with Banner. It may be possible to leverage the flexibility needs of 

Community Education along with iLearn to improve the return on such an investment. We 

recommend that LBCC establish a timeframe for solving these problems and getting beyond a 

limited scope application. If this cannot be done, the college should consider abandoning this 

project. 

 Data Warehouse 

A data warehouse would be very valuable to LBCC and would support its desire to have more 

data driven decisions. There is currently a large amount of data within Banner and other 

disparate systems, but there is a lack of integration, logical views, and a good reporting and 

presentation tool. The ODS product from Ellucian is a good solution. This project will have to be 

carefully planned and managed and the Institutional Research Department will have to be 

enlisted as a key sponsor and stakeholder. 

 Learning Management System 

There is some dissatisfaction with the current Learning Management System (LMS), Moodle. 

There is also a recognition that there might be a better solution for the college that is better 

aligned with its major transfer institution, Oregon State University. A committee has begun 

studying the issue and will ultimately make recommendations. It is crucial that a project leader 

or a core group develop comprehensive plans for this type of transition that includes strategies 

for helping faculty transition their courses to a new platform. From our experience, there is 

always a great deal of resistance to this type of institutional change and it will take time and 

careful coordination. 

Recommendations: 

1. Make sure that all major technology projects are carefully planned and professionally managed.  

2. Utilize the ITGC to prioritize, schedule, fund, and support major projects. 

3. Develop better project management skills in the IS department and in other departments at the 

college. 
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IT Organizational structure and capabilities 
 

For a medium sized college IT department, the Information Systems team is doing a good job. The 

departmental leaders (Michael, Gabe, Russ, Jonathan, and Steve) are all very skilled and experienced 

and are working hard to make improvements while keeping the ship afloat. There is a good amount of 

innovation and energy within the department. We do not recommend a change in who the CIO reports 

to. His reporting to the Vice President for Finance and Operations seems to be working well and the Vice 

President and the CIO both have a commitment to providing a high level of technology support 

throughout the college. It is important for Michael to continue to serve on the President’s Council in 

order to develop a shared strategic technology vision. 

Funding for additional positions is very limited and the department has done a good job of trying to 

meet demands with existing staff. However, there are a number of factors that are putting increasing 

pressure on the department. The technology environment is becoming more complex and it requires 

more time to manage. Most college programs and departments have become very dependent on 

systems and applications and there is a high expectation for stability and reliability. The rate of change is 

increasing as new opportunities arise and existing systems are constantly upgraded and enhanced. 

The Banner team has some new staff, including the manager of the department. The new manager, 

Gabe Williams, is trying to incorporate some important new procedures in the way work is done. In the 

past, the IS staff did most of the Banner work at all levels of the application. Most Banner schools have 

developed a shared responsibility model where the end users are responsible for operating the system 

and for testing the functionality with upgrades and enhancements. They also read release notes 

carefully, looking for ways to leverage the Banner investment by utilizing new features to improve 

business processes. The IS staff is responsible for maintaining the database and making sure the 

software is functioning properly. Gabe is making this transition, however there is some resistance within 

the user community by people who see it as increasing their workload. We believe this is an important 

change and should be continued despite resistance. 

The workload within the Banner team has increased considerably as they are working to apply all the 

neglected Banner upgrades, trying to bring the system back to baseline in preparation for the next major 

release, reducing the number of duplicate ID’s, whittling away at customer requests (CSR’s), helping 

with major projects, and improving communication within the department and with customers. While 

we know that it is difficult for the college to fund additional positions, we recommend adding one 

more person to the Banner team. Eventually, there should be one person who is a specialist for each of 

the main Banner modules (Student, Financial Aid, Finance, and Human Resources). In addition, each of 

these specialists should have someone on the team who can back them up in their absence. In the long 

run, the Banner team will gradually transition from programmers to integration specialists as you move 

back to baseline and more systems are acquired that must integrate or share data with Banner. 
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The IS Network Systems Manager, Russ Rinker, has responsibility for all college networks, including the 

wireless networks; for the telephone and voice mail systems; for all desktop systems; for classroom and 

lab computers; and for an employee helpdesk. This work is all done with just fourteen people. Russ has 

ten direct reports and, with his vast technical knowledge and history with the college, he spends a lot of 

time assisting each of them in their daily work. We believe that a better model, and one that is more 

common in higher education, is to have another manager who reports to the CIO and is responsible 

for networks and the telephone systems. This would provide a better balance of work between the 

two teams. The support team would be more customer facing and would be responsible for maintaining 

desktop systems and operating a helpdesk. We recommend that these organizational changes be 

planned over the next couple of years in preparation for Russ’s retirement. Vern Smith, the current 

network support manager, might be a good candidate for the new position. 

Within the desktop support group, the technicians support an average of 300 workstations each, and 

this ratio will increase as new buildings and sites are brought online. While this is a high number, Russ 

has done a good job of trying to mitigate the impact on the team. He has deployed remote support and 

management tools, which allow the techs to configure and troubleshoot systems without having to 

travel to the customer site. He is deploying more reliable solid state systems and he is considering using 

virtual desktops, which would move much of the processing from the desktop to networked servers. All 

of these innovations have helped the team continue to provide a high level of customer service.  

The media team was recently moved to the IS department. There are clear advantages to this change as 

media techs need to work closely with the network support staff and the IS desktop technicians, as well 

as students and faculty. As necessary, the other technicians can also be leveraged to back up the media 

group with emerging video technology and classroom equipment. We did not see any key institutional 

strategies associated with the growth of Distance Learning, but if that becomes a priority in the future, it 

might be advisable to move the responsibility for development and support of distance and blended 

courses to the Vice President of Academic Affairs and Workforce Development. However, we 

recommend leaving the media technical support staff in IS. 

The bond construction projects have a one-time and an ongoing impact on the IS staff. During planning 

and construction, they spend a lot of time with new networks, telephone systems, office systems, and 

classroom technology. Because of this impact, many schools fund temporary IS positions from bond 

funds to support new construction in the same way the bond pays for architects and construction 

personnel. We recommend that LBCC consider augmenting the IS staff on a temporary basis to help 

directly with bond projects. 

It would be beneficial to explore better linkages between the IS Helpdesk and the Student Helpdesk in 

the Library. For example, there may be common training opportunities or procedural practices that 

could benefit both groups. They also may eventually want to use a common ticketing and tracking 

system. While they are supporting different populations, their knowledge of technology is often the 

same.  
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As at all colleges, the IS department must continue to balance scarce resources to address day-to-day 

operational and management issues while working on strategic projects and improvements. It is 

important to find a sweet spot for innovation and risk management. The department should position 

itself back from the leading edge, but well ahead of the middle tier of institutions. The department 

should continue finding ways to communicate with the college community about their activities. This 

will improve support for the department and trust in their decisions. There is a recommended 

organizational chart in Appendix B. 

Recommendations: 

1. Continue to support Gabe William’s efforts to move to a shared responsibility model for the use and 

management of Banner. 

2. Try to find funding to add one more person to the Banner team. 

3. Develop a succession plan for when Russ retires in the next couple of years. 

4. Move toward a better organizational configuration, as recommended in Appendix B. 
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IT Governance  
 

IT Governance is the effective prioritization, planning, and decision making around IT resources.  The 

purpose of IT governance is to direct IT efforts to ensure that the following objectives are being met: 

 Strategic alignment of IT with the goals of the institution 

 Value delivery to the organization and to students 

 IT resource management 

 Risk management of initiatives and mandates 

 Performance management of initiatives and mandates 

The new Information Technology Governance Committee (ITGC) has a very important role in developing 

and supporting strategic initiatives and projects related to technology at LBCC. The charter of this group 

should be focused on just a few activities. Its primary work should include the following: 

1. Comment on and approve the Information Technology Strategic Plan. This plan should be 

reviewed and updated annually by the ITGC. The governance committee should ensure that the 

strategic plan is well aligned with institutional goals, strategic objectives, and with the activities 

of MERIT. Also, the ITGC should advocate strongly for the plan and make sure that college-wide 

activities are discussed and planned with the IT strategies in mind. 

2. Help prioritize and schedule major IT projects for a three-year period. This list of projects should 

be part of the strategic plan and should be updated each year with new projects and modified 

priorities. The ITGC should also help develop funding packages to support the strategic IT 

projects. The IS departmental leadership team should prepare clear descriptions of these 

projects, including things like their benefits, risks, recommended priority, relationship to other 

college projects, impact of not doing, estimated costs, and impact on existing college resources. 

This will help the committee members, many of whom are not technically skilled, understand 

and prioritize the projects. 

3. When necessary, the ITGC should review and recommend exceptions to the strategic plan. 

Planning is critical for setting long term goals and directions, but unexpected opportunities and 

challenges will sometimes occur that were not known when the plan was developed. These 

exceptions should only be approved if they are critical and the impact on other projects are 

identified and documented. The exceptions that this committee considers should be strategic 

and impactful and it should not spend time discussing smaller or operational issues. 

The ITGC should not be involved with campus communication unless it relates to the IT Strategic Plan, 

the Strategic Projects, or exceptions it has approved. It should not address any technical issues, IS 
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management or operational issues, or business and academic processes. Also, it is not the role of this 

committee to serve as an innovation leader for the college. The committee should be advisory to the IS 

department, helping it apply limited funding and personnel to the most important strategic initiatives.  

Eventually, if there is enough time, the ITGC could work with the CIO to identify several IT metrics to be 

used to measure the effectiveness of the existing technology and the key services provided by the IS 

department. This is not as high a priority as the three items mentioned above, but would certainly be 

valuable to the college. Once the key metrics are identified, the IS management team would be 

responsible for tracking and reporting them to lTGC once or twice a year. 

The ITGC may occasionally need to get input from IS staff or from other college committees to help with 

their decisions. Since technology impacts virtually all college activities, the work of this committee is 

important to make sure the college is investing in the right technology and getting the most value from 

its investments. There may be pressure to ask the committee to address other, less strategic activities. 

We strongly recommend that the ITGC be careful to focus its attention solely on the strategic activities 

listed in this section. It may be necessary to create additional committees or task forces to address other 

technology issues. 

The membership of the ITGC should be modified to better fit its role. We recommend that the 

committee chair be one of the college executives. The primary role of the CIO is to supply the 

committee with information to make decisions and to report back to the committee about the status 

of projects and plans. IS managers should be invited to meetings only when their input is needed. We 

recommend the following committee membership: 

 Michael Quiner 

 Dave Henderson 

 Bruce Clemetsen 

 Ann Buchele 

 Elaine Robinson 

 Danny Aynes 

 Justin Smith 

 Scott Rolen 

 Jess Jacobs 

 Justin Smith 

 Dale Stowell 

 Linda Carroll 

 

In addition to the ITGC, the ASSC committee is very important to address smaller Banner projects. Gabe 

seems to be doing a wonderful job of using this group to help him prioritize and assign work and as a 

method of making his team’s work more transparent and visible to his customers. 
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On the whole, the IS department should push technology innovations, ideas and strategies at the 

college. In the past, the department was viewed as a barrier to change and innovation. Its reputation 

has improved, but it should become part of the department’s culture to advocate for new low-risk 

technology and improvements in business and academic processes. 

Recommendations: 

1. Improve the charter of the Information Technology Governance Committee with focus on three 

specific activities. 

2. Modify the membership and the chair of the ITGC to make it more strategic and better able to 

achieve its goals. 
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IT Infrastructure 

 
The LBCC IT technology infrastructure includes all of the technology assets supported by the Network 

Support team across five locations.  This includes the LBCC wide area network, local area networks, the 

wireless network, the e-mail system, the security system, the data center, all of the associated server 

and storage systems, the security firewalls and remote access devices.  It also includes management of 

the help desk, phone system management and desktop management services. 

LBCC’s Wide Area Network (WAN) includes a key data center location at the Albany campus as well as 4 

other smaller locations including Benton Center, Sweet Home Center, East Linn Center and the 

Advanced Transportation Technology Center.  The core of the network is located at the data center.  

This location is connected to the other locations through network connections at varying speeds and 

utilizing Comcast and NERO services. The Benton Center is connected via a high speed Gigabit 

connection and the other locations are connected via Internet based VPNs. Bandwidth in remote 

locations is adequate for the needs. 

The local area networks are implemented on HP equipment, are installed locally in each building and 

have battery backup in most locations.  The IT team has implemented Virtual LAN technologies to 

separate different types of network traffic needing its own lanes.  Currently the Network team is 

wrapping up the task of installing battery backup in network closets to support the new VOIP phone 

system. This project will enhance the network availability for the college. 

 The telephone service for LBCC is provided via a Tadiran Aeonix private branch exchange (PBX) system. 

This system is new and is in the process of being installed. There have been many vendor-related 

challenges in the installation of this system. This particular system was chosen due to an existing 

relationship with the support vendor. This is not a good reason to select a major telephone system. 

The life of such systems is generally about 10 years. We recommend that next time a replacement 

system be chosen from a list of major vendors such as ShoreTel, Cisco, Nortel and Avaya to reduce 

installation and support problems. 

The core LBCC IT applications are hosted on 17 physical servers at the data center.  9 physical servers 

host about 90 virtual servers using the VMWare virtualization software.  The virtual servers include the 

usual mix of Active Directory servers, file and print servers and many different applications servers 

including Banner.  The server infrastructure appears to be adequate for LBCC’s needs. 

Due to reduced footprint of the physical servers in the data center, the need for power and cooling has 

been reduced. Most of the physical servers have been converted into virtual servers. There is UPS 

battery support in the data center. In the event of a power failure these should be able to support the 

equipment for about 3 hours. This should be adequate for the most common power outages. Currently 

there is no backup generator installed. The college might consider installing a generator as part of the 

disaster recovery plan for technology to increase availability. 
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There are about 2100 users across LBCC .  Most users access IT services through a mix of Dell and HP 

laptops and desktops.  There are a smaller number of Mac users and other devices such as Tablets and 

2-in-1's. 

Currently 11 IT employees share the duties of staffing the help desk as well as performing systems and 

network upgrades and maintenance.  Generally, users are very appreciative of the help they receive 

from this group.  Sometimes these employees are stretched thin in providing help desk services and 

performing maintenance duties.  The LBCC IT team has added resources gradually over the years. 

Overall the IT staff is adequate to provide help desk and network support. 

The help desk ticket tracking tool is a web based system.  It helps the staff keep track of service 

requests.  This tool is not utilized sufficiently by staff due to the volume of work at the help desk as well 

as some resistance to change.  This makes it extremely difficult to look at historical trends to eliminate 

persistent problems.  This is a large problem for LBCC in understanding the true workload at the 

helpdesk and proper problem management. 

Many of the employees in IS have been working in their roles for many years. This has created a sense of 

familiarity with the technology environment and a tendency to neglect creation and updating of 

documentation. In general, many employees also do this for job security reasons. We found the network 

documentation at LBCC to be very basic. As the college grows its staff and especially as there is 

turnover in the next few years, it is important for LBCC to maintain adequate documentation on its 

technology systems. 

We found IT management processes to be ad-hoc and informal. It will be important for LBCC to adopt 

more formal processes in the future, especially as doing this will enable the IT teams to define metrics 

to measure the performance of the processes. We recommend that LBCC review the IT infrastructure 

Library (ITIL) set of guidelines and adapt defined management processes such as Incident management, 

Problem management and Change management. Doing so will assure lower costs of support in the 

future and also provide justification for additional needed resources. The IT team should consider 

adopting service management methodologies in managing IT services. This includes defining services 

and service level agreements with clients. 

Recommendations: 

1. We recommend that LBCC strongly encourage the help desk team to log all tickets.  The Manager 

should periodically look at reports to determine the source of persistent issues and work on 

proactively addressing these issues to reduce future help desk workload. Project work should be 

tracked separately and not on this list. 

2. We also recommend that LBCC consider replacing its internally developed help desk system with a 

commercially available help desk system that is ITIL compliant 

3. As LBCC scales up its IT infrastructure operations in the coming years, the IT Infrastructure Library 

(ITIL) set of guidelines should be considered for adoption.  These guidelines if adopted will enable 
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consistent, stable and efficient operations of the IT infrastructure. Appendix C provides a good 

overview of these guidelines. 

4. IT Staff should be encouraged to create and maintain good documentation on as built and current 

state of the infrastructure. 
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Software applications 
 

For a medium sized community college, Linn Benton does not have a large inventory of application 

software. There are a few departmental systems that serve specific needs and some that must be 

connected to Banner, primarily to share data. Like most institutions, LBCC has developed a large number 

of small systems, Banner add-ons, and shadow systems. In most cases, these are the result of a 

perception that Banner and other existing systems cannot meet the unique needs of a department or 

the college.  

As the college continues to evolve into a more student and community focused organization, there will 

be a need to acquire additional packages. There are a growing number of robust and affordable 

software solutions. Most of these will operate in the Internet Cloud and will not require hardware to run 

on campus. However, many of them will have to be integrated with Banner and with a campus-based 

authentication system. 

Banner has been used at LBCC for about twenty-five years. The college has done a good job of utilizing it 

to support core business processes. However, as the system has evolved, much new functionality has 

been added and, for the most part, the college has not taken advantage of it. Also, many of the business 

processes that utilize Banner are not efficient and need to be redesigned. Gabe and Michael have a good 

vision for leveraging the considerable investment in Banner to get more value for the college. Their 

strategy is multi-faceted and includes: 

 Apply all Banner upgrades and, in the future, apply upgrades soon after they are released. 

 Examine all the home-grown Banner apps and shadow systems with a goal of eliminating most 

of them. This can be done by migrating the processes into Banner, by changing business 

processes, and when absolutely necessary, acquire or develop point solutions that can be 

maintained. 

 Clean up the database by having solid processes for minimizing and correcting duplicate ID’s and 

cleaning up addresses. 

 Deploy additional Banner modules (Degree Works, Mobile Apps, Web Time Entry, ODS, etc.) 

strategically and carefully. 

 Carefully, and in phases, migrate Banner to the next major release, Banner XE. 

The two new Banner groups (ACCT and Banner Bunch) will prove to be very valuable in developing 
support and common strategies and keeping all the Banner users informed of the status of these 
important initiatives.  
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Recommendations: 

1. Transition the Banner team’s skills from programmers to integration specialists. 

2. Continue with a number of initiatives under way, including keeping Banner up-to-date, moving 
closer to Banner baseline, and deploying additional high-value Banner modules. 

3. Continue to communicate well and frequently with the user community about CSR’s, projects, and 
other software issues. 
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Support for key business and administrative processes 
 

In talking with several college administrators, we heard that the IS staff are very responsive and 

effective in responding to requests and problems but we also heard that they are slow and ineffective. 

This is a result of not having clear and consistent procedures for users and for IS support staff. In 

general, administrative customers know who to call directly. The quality of support depends on who you 

know and the relationships that have evolved over the years. LBCC has become large enough and 

dependent on technology that more standard procedures are needed. 

The IS department is becoming more of a change agent by improving internal procedures, improving 

communication, leveraging technology investments, and planning for innovative projects. As a result, 

they will encounter resistance to change throughout the college community. The IS leadership team 

should study change management techniques and work closely with their customers to try to mitigate 

the impact of change. Communication and collaboration lies at the heart of successful technology 

changes. It is also important to have some key sponsors who can help address institutional resistance. 

There should be a better Helpdesk operation in IS. You might want to consider identifying a couple of 

people whose primary job is on the helpdesk. There are advantages to having technicians work the 

helpdesk as they can better understand the technical issues. However, good helpdesk results require the 

customer service person to be an excellent communicator and problem solver and not all field 

technicians have those skills. It will continue to be a challenge to provide support during non-business 

hours. The majority of problems should be reported to the Helpdesk, including most Banner problems. 

And they should all be logged in a tracking system that is visible to power users and that can be used 

to understand trends over time to inform improvements and investments. 

The Institutional Research (IR) department is aggressively trying to improve analysis and reporting at 

LBCC and is providing services to several other smaller colleges. While their strategies may not always be 

aligned with the wishes of the IT Governance Committee, they serve a very important role and often 

have shared goals with IS. It is important for the innovative leaders in IS and IR to work closely 

together and leverage their skills to benefit the college. 

There are currently two Banner “power users” or “super users”, one in Human Resources and one 

shared between the Registrar’s Office and Financial Aid. This is an excellent model and it should be 

expanded. The power users can bridge the gap between the IS Banner team and the administrative 

department they support. These people are sometimes called Systems Development Managers at other 

schools. Their role is to be experts on the Banner application layer and help departmental users with 

Banner processes, problems, training, and improvements. They should help identify CSR’s and work with 

IS to prioritize and schedule the work. They should also attend Ellucian conferences and understand the 

benefits of future releases. Someone should be identified in the Accounting and Budget Office to serve 
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as their power user. In addition, Frank Lister should be assigned to either the Registrar’s Office or 

Financial Aid and develop another power user for the other department. 

There is a growing demand for an Internet of Things at LBCC. Increasingly, new HVAC systems, alarm 

systems, building access controls, fire alarms, and surveillance cameras must be connected to the 

college network and be managed from a distance across or between campuses. As new buildings are 

constructed, there will be more of these types of systems, and they will gradually be placed into existing 

facilities. The IS department should work closely with Public Safety, Facilities, and bond construction 

projects to make sure they can support these important systems. 

Classroom technology is adequate. It is not on the leading edge and it could be improved, but this is 

largely a funding issue. There are standards for the classrooms, which makes it easier for the IS 

department to support and for faculty to use. New bond construction might sometimes provide 

opportunities for proof of concept for the introduction of new technology. 

Recommendations: 

1. Develop a more responsive IS Helpdesk that resolves problems for all types of customers, including 
Banner users. Use an automated ticketing system to assign work and produce statistics to aid with 
decision making. This will require a gradual shift in customer behavior, which can be accomplished 
with a combination of incentives and disincentives.  

2. Continue to shift the responsibility to end-users for Banner application knowledge, testing, and 
problem resolution. Foster a model of having four power users in the Registrar’s Office, Financial 
Aid, Human Resources, and Accounting and Budget. 

3. Continue to collaborate closely with the Institutional Research Department. Linn Benton is lucky to 
have a strong IR group and they can work with IS to make some significant improvements in data 
driven decisions. 

4. Assist the business units in improving their processes and moving away from a paper-based system 
of reports. 
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IT policies and procedures  
 

There are very few written policies, procedures, and standards. This is not uncommon in smaller 

colleges where practices have evolved slowly and are dependent on institutional knowledge. As people 

leave and retire, though, it is difficult for new employees to come up to speed without some written 

guidelines and customers are not always served in a consistent manner. 

Russ does a good job of capturing information in a knowledge base that is used by his team to research 

the history of certain types of problems or configurations. This is a valuable resource and the practice 

should be expanded to other IS teams. We suggest that Michael and his managers look for opportunities 

to better document and communicate procedures. This should not be a large project, but can be done 

gradually as situations arise.  

The IS leadership team should become aware of the Information Technology Infrastructure Library 

(ITIL) and its guidelines for IT service strategies, designs, transitions, and operations. ITIL is the most 

widely accepted approach to service management.  It provides a cohesive set of best practices, drawn 

from the public and private sectors internationally.  See Appendix C for an overview of ITIL.  It’s not 

practical to just “adopt ITIL” – rather, use it as a guide to help design practices at the level appropriate 

for LBCC, and implement those practices over time based on the benefits provided. Many of these 

guidelines don’t make sense for a small service organization, but they can be beneficial in setting goals 

and understanding how to think about IT organizational services. 

It would be beneficial for the IS department to develop a Service Level Agreement (SLA). An older 

sample is provided in Appendix D. Clearly this sample is out of date, but the format and intent can be 

understood. The goal is to have a process and a document that represents an agreement between IS 

and their customers about what they can and cannot do. It will require a number of discussions 

internally and externally to find the right language that is service oriented but does not promise too 

much in the context of limited people, skills, and budgets. The SLA can be developed in collaboration 

with primary users and eventually approved by the Governance Committee. It should be updated once 

or twice each year. The process of defining IS services, documenting service request procedures, and 

defining levels of support is as valuable as the resulting document. It communicates to the college 

community exactly the IS department does and it aligns their expectations with what can be done. 

Recommendations: 

1. Gradually develop more written procedural guidelines and standards. 

2. Expand the use of a departmental knowledge database. 

3. Develop a Service Level Agreement that includes many of the customer facing services offered by IS. 
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IT budget and financial management 
 

Based on our experience, the IS budget is within the standards for a college like LBCC. Michael should 

work with the Accounting and Budget department to collapse funding into fewer categories and provide 

more transparency about how funds are spent. Jess Jacobs is very interested in helping with this and 

improving college procedures for budget requests and management.  

Not long ago, the college decided to centralize funding and purchasing for institutional software. This is 

a very good idea and will leverage limited funds to benefit the entire college. Currently, the IS 

department charges other departments for their desktop virus protection software. This, and any other 

chargeback procedures, should be eliminated. Funding for virus protection should be centralized along 

with other hardware and software.  

Currently, desktop computer systems are replaced every 5 or 6 years. With the rapid evolution of this 

technology, the best practice in higher education is to transition to a four-year replacement cycle. The 

replacement cost of 25% of the systems at the college should be a baseline component of the IS budget. 

There are clear productivity benefits to employees, faculty, and students by having a more aggressive 

replacement practice.  

With bond funded construction and remodeling, there is a significant resource requirement for IS staff 

to install, configure, and test new networks, telephone systems, classroom technology, desktop 

computers, software, cameras, etc. When feasible, the bond should pay for temporary technicians to 

work with the IS team to do this work. This will mitigate the impact on existing staff and ensure that 

other maintenance and project work can be accomplished on schedule. 

Recommendations: 

1. Eliminate all charge-back procedures for technology purchases. 

2. Work toward funding a four-year replacement cycle for desktop computers. 

3. Utilize bond funding for one-time technology installation, configuration, and testing. 
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IT performance and operational metrics 
 

There is an interest at Linn Benton Community College in improving decisions with data and 

information, making it a more data-driven organization. There are several key metrics that should be 

developed, tracked, and communicated about technology and IS services.  

Useful IT metrics fall into five categories:  Customer Service, Operations, Applications, Financial, and 

Innovation.  Appropriate measures can help improve performance, morale, and service.  Without some 

basic measures, it is difficult to manage with data and improve in a meaningful and sustainable way.   

Meaningful IT performance metrics will have the following characteristics:  

 

1. Guided by Linn Benton’s culture and values 

2. Proposed by the CIO or senior management and approved by the IT Governance Committee 

3. Proven to be actionable and drive behavior in the right direction – “Metrics That Matter” 

4. Reviewed with the ITGC on a regular basis – quarterly or annually 

We have seen many IT metrics programs over the years.  Many have failed to help raise the bar. Here 

are some common pitfalls to avoid: 

 

 Information Overload.  Having too many metrics, and including ones that don’t really drive 

behavior, can be worse than too few.  Consider dropping metrics that never spark discussion or 

action. 

 Activity Metrics.  Metrics that show how busy IT is tend to be interesting but irrelevant. 

 Perverse Incentives.  Often metrics drive behavior in the wrong direction – for example, closing 

tickets quickly at the cost of customer satisfaction.  Avoiding this problem requires a balanced 

approach and management emphasis on team values. 

Once an SLA is developed as recommended in a prior section of this report, standard metrics can be 

developed to measure the service performance of the IS department relative to the SLA promise. Where 

possible, the service levels defined in the SLA should be measurable over time.  

Also, if there were a departmental incident tracking system, it could be used to produce regular reports 

about the types of problems encountered and any trends. This is valuable information that can only be 

seen by collecting data and not relying on anecdotal conversations. This information can inform budget 

requests for more and better infrastructure, more staff, and staff training. It can also be used to 

measure employee performance and assist with individual goals. 

In addition, the IS department should regularly report the status of major projects that are approved 

and scheduled by the IT Governance Committee. These reports should be communicated, not only to 

the ITGC, but to the college community as a whole as there are usually many stakeholders who are 
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involved with, or dependent on these projects. With good project leadership, there should be an 

expectation that most projects will achieve their goals and will be completed on time and within budget. 

If this does not occur, IS leadership and ITGC should take a look at their planning and scheduling to make 

sure it represents what can reasonably be done. 

There are a number of other metrics that are in use in higher education, however it is often difficult to 

produce lots of information while focusing on managing and improving the technology landscape. We 

suggest that LBCC start with just one or two key metrics and, over time, develop more. 

Here are some examples of common higher education IT metrics: 

Customer Service 

Employee Satisfaction.  Measured by periodic survey.  Consider designing/conducting the 

survey independent of the IT service providers being measured. 

Issue Resolution.  Measured by both First Contact Resolution and Time to Resolution.   

Operations 

Service Availability.  Defined as the percentage of time critical services (as defined in the SLA 

are up and running during scheduled hours of operation. 

Security.  Can be measured by number of security incidents or by attainment of security 

compliance goals. 

Applications 

Project scorecard, based on achievement of project success metrics. 

Project backlog.  Helpful for management to balance the cost vs. demand for project resources.   

Financial 

IT Spending as % of Institutional Spending. 

IT Spending per College FTE. 

Both of these should measure total IT spending, not simply IT departmental spending. 

Innovation 

Number of Strategic Innovation projects with assigned executive sponsors. 

Number of formal processes or structures that support innovation. 

Recommendations: 

1. Utilize a Service Level Agreement (SLA) to define and track core IS services. 

2. Collect and report data about problems and service requests. 

3. Regularly report the status of major IT projects. 
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IT security and controls 
 

LBCC is covered under FERPA and PCI security guidelines due to the nature of its business. In order to 

meet these requirements, any organization must set up a strong security management program. The 

recent break-in at University of California - Berkeley underscores the risks faced by institutions of 

higher education and the need for this type of approach.  

A few years ago, LBCC developed a document titled "Information Security Plan". A review of this 

document reveals that it includes many types of information - policies, standards and procedures in a 

single place. However, it does not adequately cover any of these areas. 

Having policies, standards and procedures in a single document is not best practice. A good set of 

security documents should include at least the following documents: 

 Security Policies - a high level set of statements about the stance of the college on information 

security 

 Security Standards - a high level set of technology based standards for how security will be 

planned and implemented in various technology architectures. e.g. encryption password key 

length 

 Security Procedures - Documents relevant to each major system for how security is to be 

implemented and managed 

 End User Security - A single document that clearly states expectations of users of technology 

LBCC should consider formalizing their stance on information security by adopting the ISO 27001 and 

ISO 27002 set of guidelines. Per these international standards, a strong security program consists of 

these elements:  

 Information Security Policies 

 Organization of Information Security 

 Human Resource Security 

 Asset Management 

 Access Control 

 Cryptography 

 Physical and environmental security 

 Operation Security- procedures and responsibilities, protection from malware, backup, logging 
and monitoring, control of operational software, technical vulnerability management and 
information systems audit coordination 

 Communication security - network security management and Information transfer 

 System acquisition, development and maintenance - security requirements of information 
systems, security in development and support processes and test data 

 Supplier relationships - information security in supplier relationships and supplier service 
delivery management 

 Information security incident management - management of information security incidents and 
improvements 



   

Linn Benton Community College Confidential Page 26 of 40 
 

 Information security aspects of business continuity management - information security 
continuity and redundancies 

 Compliance - compliance with legal and contractual requirements and Information security 
reviews 

Currently information security is implemented by the IS team on the basis of best practices for each IT 

asset.  Network security is provided via firewalls at each site.  Workstations and servers are locked down 

via Active Directory controls.  Anti-Virus software is used to secure servers, workstations and laptops.  

Overall this is a reasonable but basic approach to implementing information security.  

The current Information Security Plan document is spotty and incomplete. It covers certain areas such as 

access control policies and password policies but is missing many other areas such as risk management, 

data classification and handling and cryptography to name a few. In general, policy documents should 

be created separately from procedure documents as procedures have a tendency to shift with changing 

technology.  

An organization like LBCC needs a more formally organized approach to security management to 

address security proactively. This means creating a more formal program based on the guidelines of the 

ISO 27002 standard. The implementation of a security program at any organization should be informed 

by an understanding of the information assets and the risks they face.   

 

Recommendations: 

1. Consider adopting the ISO standards for creating a more formal security program. 

2. Perform an inventory of college information assets and define categories of information assets with 
associated protection policies. 

3. Seek outside expertise in developing the security program. 
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High availability and Disaster Recovery 
 

The use of VMware virtualization technology and the layout of the wide area network with the gigabit 

link to the Benton center provide a great opportunity to provide high availability and disaster recovery 

for technology services at LBCC. The IS team is using high quality Dell server equipment that is relatively 

new. This combination of factors provides built-in reliability in the IT infrastructure. 

LBCC is currently working on a disaster recovery plan utilizing data replication between the Albany 

campus and the Benton center. The high level plan calls for Banner and other key applications to be 

available via the Benton center in case of a localized disaster at the Albany campus.  This is a good first 

step in creating a minimal plan for providing technology services from an alternate location.  

However, the IT team is not currently planning to create a disaster recovery (DR) document describing 

the environment and the precise steps and actions to be taken in the case of various types of 

disasters. This not good practice. As part of the planning effort for the DR plan, the team must create 

a DR document.  

The disaster recovery document should include instructional continuity, as well as business continuity 

plans. This might include the ability to quickly transition to a distance learning delivery model for a short 

time and consider pedagogical and logistical considerations. 

A true IT DR plan should include the following items at minimum: 

 Introduction/Purpose 

 Scope 

 Critical IT resources (result of Business Impact Analysis) 

 Disaster scenarios (Threats) 

 Risk Analysis Results (External, Internal, Security, Staff) 

 Recovery Overview (Recovery time objectives, Recovery process objectives, Alternate site, cold 
site Vs warm site, high level description) 

 Response/Recovery/Restoration Activities (Declaration of disaster, Activities) 

 Responsibilities (Coordinator, Management, IT personnel) 

 Post recovery activities 

 Testing procedures 

 Appendices (Detailed system and network diagrams, key personnel contact information, 
Vendors, Support agreements, checklists, etc.) 

To be effective, a DR plan needs to include periodic testing, ideally at six month intervals.  This testing 

should include recovery of key systems as in an actual disaster scenario.  Only by doing this level of 

testing, will LBCC have true confidence in the plan. 

Regular backups of the systems located at the Albany campus location are being performed. Data is also 

copied to the Benton center where backup tapes are produced to be taken off campus for longer term 

storage. UPS power supplies are available at most locations and in the event of a power outage they 

hold power for about 15 minutes.  This is a good situation from a backup power perspective.  
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Recommendations: 

1. Develop a fully documented disaster recovery plan and have several printed copies available at 

hand. 

2. Perform formal testing of the DR plan at least once a year to practice and test the plan. 
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IT vendor relationships and support structure 
 

There are a number of vendors who the college is reliant on for licensing and services. The major ones 

include Ellucian, Oracle, Dell, Ruckus, Comcast, Touchpoint, Moodle Rooms, and Google. In addition, 

there are other vendors that provide technology and solutions to the IS department and other college 

departments. 

The IS department does a good job of working with vendors to get the best prices and to ensure quality 

of services. One exception to this is support for the telephone and voice mail system, which has been 

problematic. The current vendor, Touchpoint, is a reseller and not a large company. It is sometimes 

difficult to get a consistently high level of support. When contracts are due to be renewed we suggest 

having a competitive procurement process. This will take more time, but should result in either a more 

responsive vendor or improved service contracts with the current vendor. 

Ellucian and Oracle provide software and database licenses and services for the Banner information 

systems. Since the college is very reliant on these systems and it would be very difficult and expensive to 

change vendors, it is sometimes difficult to negotiate improved prices. Whenever the college is 

considering expanding its licenses to include more products from these vendors, there is an opportunity 

to renegotiate the existing contracts and/or bundling in several products at attractive prices. While LBCC 

is not always in a good position to bargain with these vendors, you should always be looking for 

creative ways to convince them that the college is a valuable partner. 

 

Recommendations: 

1. Continue to work closely with key strategic vendor partners to leverage your investment and 
improve services. 

2. Look for opportunities to improve contracts with Ellucian and Oracle. 

3. When the Touchpoint service contract expires, either find another more responsive vendor or 
develop a new contract with the current vendor that provides a higher level of service to the 
college. 
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Appendix A 
 

LBCC Personnel interviewed 
 

VIE consultants talked with the following people to get information for this report. 

 

Michael Quiner 

Dave Henderson 

Bruce Clemensten 

Ann Buchele 

Kathy Withrow 

Sandra LeHoullier 

Elaine Robinson 

Danny Aynes 

Gabe Williams 

Russ Rinker 

Jonathan Pedersen 

Steve Smith 

Vern Smith 

Jess Jacobs 

Dale Stowell 

Richard Gibbs 

Scott Krambhul 

Marcene Olsen 

Justin Smith 

Richenda Hawkins 

Jane Sandberg 

Jeff Davis 

Jason Kovac 

Leslie Hammond 

Andrew Feldman 

Liz Pearce 
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Appendix B 
 

Recommended Information Systems Organization 
 

 

 

 CIO Administrative 

  Assistant 

 

  

 

 

Application Client Support Infrastructure  Web    Instructional 

Support  Services  & Servers  Services   Technology 

 

Analysts Helpdesk Terrestrial Networks Web Architecture   Classrooms 

Programmers Field Technicians Wireless Networks Web Services   LMS 

DBA  Telephone Systems 

   Servers 
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Appendix C 

ITIL Overview 
 

 

The IT Infrastructure Library (ITIL) V3 framework processes are organized into five volumes that provide 

comprehensive coverage of IT Service Management: 

 

Service Strategy 

This volume is the hub of the ITIL v3, and is a view of ITIL which aligns information technology and the 

business. It helps focus upon understanding, and upon translating business strategy into IT strategy, as 

well as selection of the best practices for the particular industry in question.  The following topics are 

covered by this volume: 

 Strategy and value planning 

 Roles / responsibilities 

 Planning and implementing service strategies 

 Business planning and IT strategy linkage 

 Challenges, risks and critical success factors. 
 

Service Design 

This volume provides guidance on the creation and maintenance of IT policies and architectures for the 

design of IT service solutions. This also embraces outsourcing, insourcing and co-sourcing.  Included are 

the following topics: 

 The service lifecycle 

 Roles and responsibilities 

 Service design objectives and elements 

 Selecting the appropriate model 

 Cost model 

 Benefit and risk analysis 

 Implementation 

 Measurement / control 

 CSF's and risks 
 

Service Transition 

This volume covers the longer term change management and release practices. It provides guidance for 

the transition of IT services into the business environment.  Fundamentally, it covers how to create a 

transition strategy from service design and transfer it to the production (business) environment.  It 

includes the following topics: 

 Managing change (organizational and cultural) 

 Knowledge management 

 Risk analysis 

 The principles of service transition 

 Lifecycle stages 
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 Methods, practices and tools 

 Measurement and control 

 Other best practices 
 

Service Operation 

This volume covers delivery and control processes with a view to ensuring service stability.  It embraces 

the familiar basics of how to manage services in the production environment, including day to day issues 

and fire-fighting.  The following topics are included: 

 Principles and lifecycle stages 

 Process fundamentals 

 Application management 

 Infrastructure management 

 Operations management 

 Critical Success Factors and risks 

 Control processes and functions 
 
SAMPLE SERVICE OPERATION PROCESS MODEL: 
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Continual Service Improvement 

This volume covers the processes involved in improving service management within the business, in 

addition to the issues related service closure or retirement.  It basically describes how to improve a 

service after it is deployed.  It includes the following topics: 

 The drivers for improvement 

 The principles of CSI 

 Roles and responsibilities 

 The benefits 

 Implementation 

 Methods, practices and tools 

 Other best practices  
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Appendix D 
 

Sample Service Level Agreement 
 

Information Technologies  

 

SERVICE LEVEL GUIDELINES 
 

SAMPLE DOCUMENT 

 

PURPOSE: 

The information technologies team has created these service level guidelines to enhance reliability and 

customer satisfaction and to communicate expectations of the services the team is able to provide.  

WAYS TO REQUEST ASSISTANCE: 

The help desk is staffed between 8 am and 5 pm, Monday through Friday.  The help desk is also 

answered by the computer lab staff from 7 am - 8 am and from 5 -10 pm, Monday through Friday.  

Customers may request assistance by: 

 Phone:   call 999-999-9999. 
 E-mail:  the e-mail address is: helpdesk@college.edu 
 Intranet:   on a college computer, go to: http://inside.college.edu and then choose help desk 
 Voice mail:  call 999-999-9999, then *1264 
 Fax:  fax your request to 999-999-9999 
 

TYPES OF SERVICE PROVIDED: 

The following situations describe some of the services provided by information technologies for 

customer support: 

 Computer problems – a situation that causes either part or all of the customer’s computer 
resources to be inoperable.  This would include hardware, software, and mainframe or network 
connectivity failures. 

 Software questions -  a question for assistance to complete a task; for example, a call to ask how to 
perform a “cut and paste” action. 

 Account/password questions – to request a new network log-in or e-mail account or to remove 
such accounts, or a question for assistance when your password is not accepted. 

 Purchase requests – this would include the request for upgrades, updates or new computing 
resources. 

 Move requests – to request computer-related equipment to be moved or rearranged.  
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CUSTOMER INFORMATION needed for service requests: 

The help desk may ask for some or all of the following information when a service request is placed: 

 Name, department name, office location and extension 
 Network login  
 Detailed description of the problem and what was happening when the problem first occurred 
 Any error messages displayed, if applicable 
 

RESPONSE LEVELS AND TIME FRAME: 

Information Technologies anticipates that customer requests have both a technological impact and a 

business impact, both to the individual department and to the college.  With this in mind, to prioritize 

the customer requests, four basic response levels have been developed.  The customer will determine 

the response level needed for each service request.  Response time refers to the time the 

specialist/engineer will communicate with the customer, not necessarily when the problem will be 

resolved.  For example, with a down computer, the specialist/engineer will contact the customer within 

4 hours after the customer has contacted the help desk.  Response time does not guarantee that the 

computer will be fixed within four hours. 

 

 

RESPONSE 

LEVEL 

 

DESCRIPTION AND 

EXAMPLES 

RESPONSE TIME (WHEN 

SPECIALIST/ENGINEER WILL 

COMMUNICATE WITH 

CUSTOMER) 

 

COMMUNICATION TO 

CUSTOMER 

Down* Either part or all of the 

critical resources are 

inoperable. 

Within 4 business hours 

after initial customer 

contact to help desk.  A 

timeline will be provided on 

when the problem will be 

resolved. 

The specialist/engineer will 

contact the customer.  The 

help desk will contact the 

customer after 4 hours from 

initial contact and complete 

follow up when fixed. 

Limited 

function* 

A non-critical resource is 

inoperable.  

Example: an office 

application is 

unavailable or not able 

to print. 

Within 8 business hours 

after initial customer 

contact to help desk.  A 

timeline will be provided on 

when the problem will be 

resolved. 

The specialist/engineer will 

contact the customer.   The 

help desk will complete follow 

up call when fixed. 

Other service 

request 

Other requests that do 

not need immediate 

attention. 

Within 3 business days after 

initial customer contact to 

help desk. A timeline will be 

The specialist/engineer will 

contact the customer.  The 

help desk will complete follow 

up call when fixed. 
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Example:  hardware 

needs to be moved or a 

minor configuration 

change is requested. 

provided on when the 

problem will be resolved. 

Install Hardware and/or 

software need to be 

added to a customer’s 

computer.  Also includes 

redeployment of 

computers. 

Within 2 weeks after 

hardware/software has 

been received** a timeline 

will be provided on when 

the problem will be 

resolved. 

Purchasing consultant will 

contact customer when 

product is received.  After 

specialist/engineer has 

verified that product is 

functional, will contact 

customer and make 

arrangements to install.  If 

product is not functional, 

customer will be contacted 

and a progress report will be 

given. 

 

*If a critical application is non-functioning, the customer may request a down status rather than a 

limited function status.  For example, if enrollment services was processing fall student registrations and 

access to the mainframe was not available, the business impact is far reaching.  Therefore, a down 

response level would be requested by the customer.  Also, if the non-functioning application is critical, 

the response time may need to be reduced to a shorter time.   This need will be negotiated with each 

individual department and information technologies staff. 

PROJECT PURCHASES: 

Information Technologies has developed this procedure to purchase computer equipment in large 

quantities.  We recommend these projects be planned for as follows: 

 In December each department is asked to make their requests for new computer equipment.   
 This project list will be reconciled with the campus facilities list, the infrastructure list, and finalized 

and prioritized by the president, vice president of administration, vice president of instruction and 
information technologies senior manager. 

 Then purchase orders are generated for the computer equipment to be purchased. 
 When the computer equipment is received during the summer, the student lab installations are 

completed first. 
 After the student lab installations are completed, then the faculty and staff computers are installed.  

Therefore, depending on when the computers were ordered/received, the two-week timeframe 
may need to be extended.  Information technologies will work with individual departments to install 
these machines with as little interruption as possible. 

 All new computers are installed first.  All other computers that are to be redeployed are reimaged 
(note:  reimaged is defined as putting the default base image on a computer which includes 
windows 95, office 97 and GroupWise) and installed after all new computer installations are 
completed.   
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 Academic installations are priority during the summer installations.  Administrative projects are 
completed during the fall and spring semesters.  Other projects are scheduled accordingly.  These 
schedules will be finalized between the department and information technologies. 

 

SUPPORTED HARDWARE/SOFTWARE: 

The information technologies team can provide the most comprehensive and timely support when 

hardware and software configurations are standardized.  The Zen works agent desktop management will 

be utilized to manage the standardization process.  Support from information technologies is defined as 

receiving assistance from all the resources of information technologies.  Answers to software questions, 

training classes or resolution to related hardware problems will be provided to the customer.   

Hardware:  all standard computer hardware that has been purchased through information technologies 

will be supported.  If purchases are not made through information technologies, the customer or 

department will be assuming the support for the equipment.  We encourage each department to 

consult with information technologies before purchases are made to avoid any frustration or 

misunderstandings about what support can be provided.  It will not always be possible to provide 

support to non-standard equipment, but there usually is a standard hardware solution to most 

computing needs.  The reason for this process is to minimize the number of non-standard equipment, 

which increases response time and decreases service to our customers.  See appendix A for a new 

standard computer configuration. 

Computers that are to be redeployed to a new location need be a minimum 166 mhz with 32 megs ram.  

Anything less than a 166 mhz will not see any significant improvement in performance, and would not 

be a good use of information technologies resources. 

Software: support of software is divided into three sections:  supported, network or technical support 

only, and non-supported software. 

Supported:  the following software is supported with all the resources of information technologies: 

 Windows 95 
 Windows nt 4.0 and above 
 Groupwise 
 Netscape 4.08 
 Internet explorer 4.0 and 5.0 
 Office 97 
 Frontpage (currently supporting ’97) 
 Nw lanpro  
 Mochasoft tn3270 and tn5250 
 Webct  
 Grade book  
 Room scheduling  
 Trend antivirus  
 Perception 

Network/technical support:  software, which accompanies textbooks, as well as curriculum-based 
software can be installed on a computer but additional support from information technologies is not 
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available.  The faculty and staff are responsible for the operation of the software.  For curriculum based 
software that comes "free" with textbooks, the department will be asked to get documentation on 
licensing and installation on the network.  Contact the help desk to request textbook software to be 
installed on your computer or server.  Before student software is made available in a student lab or 
classroom, the information technologies staff will test it to ensure the program will run acceptably in our 
network environment and then will install the software.  It is recommended that you give a minimum of 
one month’s notice before students will need to use the program so service can be guaranteed.  

Not supported:  information technologies does not have the resources to support:  

 Software that has not been purchased through information technologies or where a license has not 
been issued to install such software on a computer 

 Screen saver programs 
 Shareware programs 
 Customer installed software 

When information technologies staff has determined that unsupported software needs to be removed 

to continue the troubleshooting process, the staff will attempt to obtain permission to remove the 

unsupported software.  If permission is not given, support for the machine cannot be provided without 

impacting services to other customers. 

 TRAINING GUIDELINES: 

The training program will provide training and documentation on software that is being used campus-

wide. Currently the following software is supported through the training program: 

 Windows 95 
 Netscape 4.08 
 Frontpage 97 
 WebCT 
 GroupWise 
 Office 97 
 Nwlanpro – srs faculty view 
 Perception 

Classes can be scheduled upon request, but we recommend that you place your request by the middle 

of the preceding month. Contact the trainers by calling the help desk. Trainers are often teaching classes 

but will make every effort to get back to you before the end of the day. Otherwise, you will be called the 

next morning. If a problem cannot be solved in an hour's time, you may be asked to attend an open lab 

or to outsource the problem.  Frequent callers with basic questions may be asked to attend training 

classes.  One-on-one calls are limited.  All customers are encouraged to attend open labs for individual 

problems. 

STUDENT LAB GUIDELINES: 

The primary goal of the information technologies labs is to provide assistance to students that will 

enhance their chances of succeeding in technology-based classroom assignments and to provide access 

to equipment that will support the needs of instruction and life-long learning. 
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The information technologies labs are spread out on campus and the county sites and support the 

curriculum of the college and the assignments of the instructors. Students are encouraged to use the 

facilities with the help and guidance of their instructors. 

Full and part-time lab assistants are available to help students during the hours the information 

technology center is open. Because it is expected that the knowledge and instruction on curriculum 

based software will be provided by the instructor in the classroom, lab assistants will encourage 

students who are having difficulties to return to their instructor(s) for additional help. The lab assistants 

provide these services: 

 Answer questions about the use of the hardware and operating system, including solving any 
difficulties that arise with printers, networks, diskettes, or files. 

 Answer questions about application software, which includes: how to start applications, how to find 
applications, help with the network software menu software, how to exit applications, how to print 
from applications, and how to save from applications.  

 Provide help sheets and reference manuals for the software. 

Faculty are to follow the recommended guidelines for the use of technology in the classroom, endorsed 

by the learning technologies advisory committee, april 1997.  See appendix b. 

NETWORK MAINTENANCE: 

Network resources will be unavailable Monday through Friday, 11 pm – 6 am, and Saturday, 4 pm 

through Sunday, 4 pm, when backups, upgrades and regular maintenance are being performed. 

STATISTICAL REPORTS: 

Statistical reports will be posted monthly to the intranet.  

SERVICE LEVEL GUIDELINES TIME FRAME: 

Service level guidelines will be reviewed and updated on an annual basis with each department. 
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